V i T g I VLC-09314 Rev. A

A Toshiba Medical Systems Group Company

Manufacturer Disclosure Statement for Medical Device Security — MDS2

SECTION 1
Device Category iManufacturer i Document ID iDocument Release Date
Class Il i Vital Images, Inc. i VLC-09314 i 10/XX/2016
Device Model Vitrea iSoftware Revision 6.9 ESoftware Release Date ' 28-Oct-16
Manufacturer or ECompany Name Vital Images, Inc. EManufacturer Contact Information
Representative Contact ERepresentative Name/Position !5850 Opus Parkway Suite #300, Minnetonka MN 55343
Information: E Kelly Dupasquier | Product Manager §952'487'9500
MANAGEMENT OF ELECTRONIC PROTECTED HEALTH INFORMATION (ePHI) Yes No N/A Note #
1. Can this device transmit or maintain electronic Protected Health Information (€PHI)?........ocuiiiiiiiiii e Yes 2
2. Types of ePHI data elements that can be maintained by the device:
a. Demographic (e.g., name, address, location, unique identification NUMBDE)?.........coii i e aee e e e neeeeas Yes -
b. Medical record (e.g., medical record #, account #, test or treatment date, device identification NUMbEN?..........cccoeeviiiiiie e Yes _
c. Diagnostic/therapeutic (e.g., photo/radiograph, test results, or physiologic data with identifying characteristics)?..........ccccooveeriiieniiieennns Yes -
d. Open, unstructured text entered DY AEVICE USEITOPEIALONT. .......cuieiiuiieee e ettt e e eeieteeeeaeteeeeeesaaaeeeeastateeeeaanseaeaeeaassteeeeeasssseeeeaanssnseeesanneeeenn Yes _
3. Maintaining ePHI - Can the device
a. Maintain ePHI temporarily in volatile memory (i.e., until cleared on by pOWer-off Or reSEt)?.........ccocviiiiiiiiiiiiiiic e Yes .
b. Store ePHI persistently 0N IOCAI MEAIA...........cocuiiiiiiii ettt b bbbt e e et e bt e e et e e e e st e e b bt e st e e e esbe e e nab e e e abeeeannes Yes -
C. IMpPOrt/export EPHI WIth OtNEE SYSIEMIS?......ci ittt e h et e h e e ket e e bt e ea b et e be e e e bt e e be e e sab e e e eabe e e sabeeateeeans Yes -
4. Mechanisms used for the transmitting, importing/exporting of ePHI — Can the device
E N Do oY= o o T (o TV o [=To o [ 151 o - 1 I T P PP P PP PPPPPPPP Yes -
b. Generate hardcopy reports or images CONtAINING EPHI?.........cooiiiiii ettt e st b et e e st e e sin e e sbeeeaaes Yes _
c. Retrieve ePHI from or record ePHI to removable media (e.g., disk, DVD, CD-ROM, tape, CF/SD card, memory stick)?...........c..ccccuveee... Yes -
d. Transmit/receive or import/export ePHI via dedicated cable connection (e.g., IEEE 1073, serial port, USB, FireWire)?..........cc.coceevveene Yes -
e. Transmit/receive ePHI via a network connection (e.g., LAN, WAN, VPN, intranet, INterNet)?..........oueeiiiiiiieiiiiiiieeeeciiee e seiiiee e siieee e Yes -
f. Transmit/receive ePHI via an integrated wireless connection (e.g. WiFi, Bluetooth, infrared)?............cccooiiiiiiiiiiiiiii e Yes -
(o T O 1 1T P T T T T P PP PP PP PP OP PP PPPPPPPN N/A
ADMINISTRATIVE SAFEGUARDS Yes No N/A Note #
5. Does manufacturer offer operator and technical support training or documentation on device security features?...........ccccocvvivieiiiicniicennnen. Yes -
6. What underlying operating system(s) (including version number) are used by the deVICe?..........ooo i - _
Microsoft Windows Server 2008 R2 SP1 Standard x64 Edition (servers only)
Microsoft Windows Server 2012 R2 Standard x64 Edition (servers only)
Microsoft Windows 7 Professional 32-bit Edition with SP1 (clients only)
Microsoft Windows 7 Professional 64-bit Edition with SP1 (clients and workstations)
Microsoft Windows 8.1 Professional 64-bit Edition (clients and workstations)
Microsoft Windows 10 Professional 64-bit Edition (clients and workstations)
PHYSICAL SAFEGUARDS Yes No N/A Note #
7. Are all device components maintaining ePHI (other than removable media) physically secure (i.e. cannot remove without tools)? N/A 3
8. Does the device have an integral data backup capability (i.e., backup onto removable media like tape, diSk)?........c.ccccovieiiiiiiiniieiniiicieee, N/A 3
9. Can the device boot from uncontrolled or removable media (i.e., a source other than an internal drive or memory component)? N/A 3
TECHNICAL SAFEGUARDS Yes No N/A Note #
10. Can software or hardware not authorized by the device manufacturer be installed on the device without the use of tools? N/A 8
11. Can the device be serviced remotely (i.e., maintenance activities performed by service person via network or remote connection)? Yes 4
a. Can the device restrict remote access to specific devices or network locations (e.g., specific IP addresses)?........ccccocvevvveiniieiiieeicinenn. N/A 3
b. Can the device provide an audit trail Of rEMOLE-SEIVICE ACTHIVILY?.......coiiiiiiiiiiiiie ittt e e e e N/A 8
c¢. Can security patches or other software be iNnStalled rEMOLEIY?...........iiiiiiii ettt e et s e saree e N/A 3
12. Level of owner/operator service access to device operating system: Can the device owner/operator
a. Apply device manufacturer-validated SECUIILY PAICRES?........ii ittt et et e s bt et e e s e abneeeens N/A 5
b. Install Or UPAate ANLIVIFUS SOIWAIE?.........uiiiiiii ittt h bttt eh et sa bt e bt e e ek bt e e b et e ehb et e bne e e bn e e sabe e e e steeesabeeebneeannne Yes 3
c. Update virus definitions on manufacturer-installed antivirus SOftWare?..............cccoviiiiiiiiiiiiiii i Yes 5
d. Obtain administrative privileges (e.g. access operating system or application via local root or admin account)?..........cccccecveenieeiiniennne. Yes 3
13. Does the device support user/operator sSpecific USername and PASSWOIA?.........uuiiuriiiiieiiiie ettt ettt et eesbe e e sbe e e abeeeaeneas Yes -
14. Does the system force reauthorization after a predetermined length of inactivity (e.g., auto logoff, session 10CK)?...........cccceeiiiiiiiiiiiiiiieeeenns N/A 3
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15. Events recorded in device audit trail (e.g., user, date/time, action taken): Can the audit trail reCord.............oocueiiiiiiiiiiiiie e

F= W Moo [T aJr=TaTo ol [0 1N LA o) A U IST=] 65T [0 o =T £ Lo £ PP PP P PP TPPPOPN Yes 2
b. Viewing of ePHI?.........cccoviiiiiiiiiiiiieen, Yes 2
c. Creation, modification or deletion of ePHI?.... Yes 2
d. Import/export or tranSMIttAI/TECEIPT OF EPHI?P........oi et e et a e et e e bt e sttt e b b et e eab e e e bt e e s abe e e enbe e e sabeeetnees Yes 2
16. Does the device incorporate an emergency access (“break-glass”) feature that iS 10gged?..........ccuiiiiiiiiiiiiiiie i No 3
17. Can the device maintain ePHI during POWET SEIVICE INTEITUDPTIONS?......ceutitiiiieiitt ettt ettt s ettt e bt e bt e sa b e e s tb e e e abbe e sabe e e ssne e e sabeesbeeeannnees Yes 3
18. Controls when exchanging €PHI With Other AEVICES: ..ottt ettt et e bt e st e e be e e e eab e e ebeeeateeenns
a. Transmitted only via a point-to-point dediCated CADIE?...........o ittt e et e st e e s e sbneeaens N/A 3
b. Encrypted prior to transmission via a network or removable MEdIA?..........c.ciiiiiiiiiii e Yes 3
c. Restricted to a fixed list Of NEtWOIK GESHINALIONS. .........cociiiiiiiicci e e e e r e sr e s e sre e s e e enneas Yes 3
19. Does the device ensure the integrity of the ePHI data with implicit or explicit error detection/correction technology?..............ccocvveiiieiiiicennnen. No 3

Other Security Considerations
No additional security concerns identified.
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SECTION 2

EXPLANATORY NOTES (from questions 1 - 19)
IMPORTANT: Refer to Section 2.2.2 of this standard for the proper interpretation of information requested in this form

1. The term “device” herein refers to the VitreaAdvanced® software and /or license. Vital Images does not manufacture hardware or
operating system software and /or components.

2. The VitreaAdvanced® software can create audit logs that list user actions to ePHI data. ePHI information available to users is in the
form of DICOM data and Reports. Any time a user loads a dataset, creates snapshots or batches, exports, reports on, prints, burns to
media or deletes it from VitreaAdvanced, action is logged in an audit log file

3. Vital Images, Inc. does not manufacture hardware or operating system software and /or components which may extend these

functions.
4. Vital Images, Inc. Technical Support can use a remote access tool for remote application (Vitrea®) support

5. Vital Images, Inc. does not provide customers with Anti-Virus Definition Files, Operating System Security or Service Packs. Customer
is responsible for managing hardware security and software update policies.
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