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Overview

Vitrea Connectiea seltontained networked information system used for receiving, archiving and displaying of diagt
medical images. The system conforms to the DICOM 3.0 standard to allow the shiaforgnatiorediithl other digital
imaging systems.

NETWORK SERVICES

DICOM SOP Class Name User of Service  Provider of Display
(SCU) Service
(SCP)

Transfer

12lead ECG Waveform Storage Yes Yes No
Acquisition Context SR Storage Yes Yes No
Advanced BlendiPgesentation State Storage Yes Yes No
Ambulatory ECG Waveform Storage Yes Yes No
Arterial Pulse Waveform Storage Yes Yes No
Autorefraction Measurements Storage Yes Yes No
Basic Structured Display Storage Yes Yes No
Basic Text SR Yes Yes No
Basic VoicAudio Waveform Storage Yes Yes No
Blending Softcopy Presentation State Storage Yes Yes No
Breast Tomosynthesis Image Storage Yes Yes No
Breast ProjectiorRdy Image StorafEor Presentation Yes Yes No
Breast ProjectiofR4y Image StoragEor Pocessing Yes Yes No
Cardiac Electrophysiology Waveform Storage Yes Yes No
Chest CAD SR Yes Yes No
Colon CAD SR Yes Yes No
Color Softcopy Presentation State Storage Yes Yes No
Comeal Topography Map Storage Yes Yes No
Compositing Planar MPR VoloRedsentation State Stor Yes Yes No
Comprehensive SR Yes Yes No
Comprehensive 3D SR Yes Yes No
Computed Radiography Image Storage Yes Yes No
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Content Assessment Results Storage

CT Image Storage

CT Performed Procedure Pr@&tmalge

Deformable Spatial Registration Storage

Digital Intraral XRay Image Storageor Presentation
Digital Intraral XRay Image Storageor Processing
Digital MammograpHyRa¢ Image StorageorPresentation
Digital MammograpHyRa¢y Image Storageor Processing
Digital >)Ray Image Storageor Presentation

Digital >)Ray Image Storageor Processing
Encapsulated CDA Storage

Encapsated PDF Storage

Enhanced CT Image Storage

Enhanced MR Color Image Storage

Enhanced MR Image Storage

Enhanced PET Image Storage

Enhanced SR

Enhanced US Volume Storage

Enhaced XA Image Storage

Enhanced XRF Image Storage

Extensible SR Storage

General AumlWaveform Storage

General ECG Waveform Storage

Grayscale Softcopy Presentation State Storage
Graysde Planer MPR Volumetric Presentation State St
Hanging Protocol Storage

Hardcopy Color Image Storage (Retired)

Hardcopy Grayscale Image Storage (Retired)
Hemodynamic Waveform Storage

Implantéon Plan SRocumerstorage
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Intraocular Lens Calculation Storage

Intravascular Optical Coherence Tomography Imag®
For Presentation

Intravascular Optical Coherence Tomography Imag®
For Processing

Key Object Selection

Keratometry Measurements Storage

Legacy Converted Enhanced CT Image Storage
Legacy Converted Enhanced MR Image Storage
Legacy Converted Enhamtetimage Storage
Lensometry Measurements Storage

Macular Grid Thickness and Volume Report
Mammography CAD SR

MR Image Storage

MR Spectroscopy Storage

Multframe Grayscale Byte Secondary Capture Image ¢
Multframe Grayscale Word Secondary Capture Image
Multiframe Single Bit Secondary Capture Image Storag
Multframe True Color Secondary Capture Image Stora

Multiple Volume Rendering Volumetric &i@ser8tat
Storage

Nuclear Medicine Image Storage
Nuclear Medicine Image Storage (Retired)
Ophthalmic Axial Measurements Storage

Ophthalmic Optimal Coherence Tomography En Fa
Storage

Ophhalmic Optimal Coherence TomogBgtgn Volum
Analysis Storage

Ophthalmic Photography 16 Bit Image Storage
Ophthalmic Photography 8 Bit Image Storage
Ophthalmic Thickness Map Storage

Ophthalmic Tomodrapmage Storage
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Ophthalmic Visual Field Static Perimetry Measurement
Parametric Image Storage

Parametric Map Storage

Patient Radiation Dose SR Storage

Positron Emission Tomography Biagege
Procedure Log

PseuddColor Softcopy Presentation State Storage
Radiopharmaceutical Radiation Dose SR

Raw Data Storage

Real World Value Mapping Storage

Respiratory Wavef@tarage

RT Beams Delivery Instruction Storage

RT Beams Treatment Record Storage

RT Brachy Application Setup Delivery Instruction Stora
RT Brachy Treatment Record Storage

RT Dose Storage

RT Image Storage

RT lon Beams Treatment Record Storage

RT lon Plan Storage

RT Plan Storage

RT Structure Set Storage

RT Treatment Summary Record Storage
Secondary Capture Imageagtor

Segmentation Storage

Segmented Volume Rendering Volumetric Presenta
Storage

Simplified Adult Echo SR Storage
Spatial Fiducials Storage
Spatial Registration Storage

Spectele Prescription Report Storage
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Stereometric Relationship Storage
Standalone Overlay Storage (Retired)
Standalone Curve Storage (Retired)
Standalone Modality LUT Storage (Retired)
Standalone VAJT Storage (Retired)
Standalone PET Curve Storage (Retired)
Subjective Refraction Measurements Storage
Surface Scan Mesh Storage

Surface Scan Point Cloud Storage

Surface Segmentation Storage

Tractography Results Storage

Ultrasound Image Storage

Ultrasound Image Storage (Retired)
Ultrasound Mdtame Storage

Ultrasound Mdtame Storage (Retired)

Video Endoscopic Image §tora

Video Microscopic Image Storage

Video Photographic Image Storage

Visual Acuity Measurements Storage

VL Endoscopic Image Storage

VL Image Storage (Retired)

VL Microscopic Image §m®ra

VL Photographic Image Storage

VL Slid€oordinates Microscopic Image Storage
VL Whole Slide Microscopy Image Storage
VOI LUT Box (Retired)

Volume Rendering Volumetric Presentation State Stora

Wide Field Ophthalmic Photography Stereographic
Image Storage

Wide Field Ophthalmic PhotographyCoordinatelsnage
Storage
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X-Ray 3D Angiographic Imagedgtora

X-Ray 3D Craniofacial Image Storage

X-Ray AngiographiePBne Image Storage (Retired)
X-Ray Angiographic Image Storage

X-Ray Radiation Dose SR

X-Ray Radiofluoroscopic Image Storage

XA/XRF Grayscale Softcopy Presentation State Storac
Query/Retrieve

Patient Root QEIFEIND

Patient Root Q/RIOVE

Study Root QBFIND

Study Root QRIOVE

Modality Worklist

Modaty Workli®FIND

Verification

Verification

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No
No
No
No

No

No

N/A

N/A

N/A

N/A

N/A

N/A

Copyrigh® Vital Images, I/l rights reserved




Table of Contents

A 1o 0T U Tox 1 o o SRR 13
1.1 REVISION HISTOY....cciiiiiiiiiiiiiiie ettt e e e e eeeee e s e e e e e e e e e e e e e eeeamaneeaeeeeaaeas 13
W o 1= o o = PP 13
R T =T 1 0 = 1 TSR 13
1.4 Definitions, Terms and ADDreVvIiationS............oiiviiiiiiiimeee e aree e 14
R S U= (=] €= g o] > S 14

P22 L= 1Yo 4 q T PR 15
2.1 Implementation MOUEL........ccooi i e 15

2.1.1 Application Data FIOW...........ccooiiiiiiiiiiiieee e 15
2.1.2 Functional Definitims Of AES.......cooooi i 16
2.1.2.1 Functional Definition of Vitrea Connection Storage Server.AE................ 16
2.1.2.2 Functional Definition of Vitrea Connection Query/Retrieve Server.AE....16
2.1.2.3 Functional Definition of WADO Server AE...........ooooiiiiiiiiiiceeeeeeeeiiiiiennns 16
2.1.2.4 Functional Definition of XDS Publish Server AE.........ccccoooiiiiiiiiiceciiiinnn. 16
2.1.2.5 Functional Definition of MWL Server AE........cccooooviiiiiiiiiiieeeii e 17
2.1.2.6 Functional Defiition of Connect Server AE..........oooooiiiiiiiiicenne e 17
2.1.2.7 Functional Definition of Proxy Server AE...........oooiiiiiiiiiee e 17
2.2 AE SPECIHICALIONS .. ..o iiiiiiiieieeieeei et e e e e e e e e enennn s 17
2.2.1 Vitrea Connection Storage Server AE Specification..............cccooiivicaceeiivnnnns 23
2.2.1.1 SOP ClASSES. ... uiiiiieeeeiieie et eeee ettt ettt enerees 23
2.2.1.2 Association Establishment POlICY...........cooiiiiiiiiiiiieeeii e, 23
2.2.0.2. 0 GENEIAL. ettt eeenee 23
2.2.1.2.2 Number of ASSOCIAtIONS........ciiiiiieieeeeeiieeieeeee e 24
2.2.1.2.3 ASyNChronous NAtULE.........coooiiiiiiiiiiiiieee e 24
2.2.1.2.4 Implementation Identifying Information..............cccouviiiiccciiiiiiieiiinnns 24
2.2.1.3 Association AcCeptance POICY.........ccoouiiireieiiiiiieceeci e 24
2.2.1.3.1 Activity - ReCeIVE IMaJES.......ceeiiiiiieieeiiiiimmme e e 24
Description and Sequencing of ACHVILIES...........covviiiiiiiiiie e 24
Accepted Presentation CONEXIS.........ccooiiiiiiiiiiimmme e e eeeeeeeeeiiiii s eeeeeeeees 25

SOP Specific CONFOIMANCE.........uuiiiiiiiiie e eren e e e 25
Specific Conformance for the Verification SOP Class...........cccooeevvvvieemennn. 25

Specific Conformance for the Storage SOP Classes...........ccccvvvvvieeeeeeenenn. 25

Copyrigh® Vial Images, Inall rights reserved 8




Storage Server AE-STORE RESPONSE........oiiiiiiiiiiiieeiiceee e 26

Specific Conformance for the Sege Commitment SOP Class.................... 27
Storage Server AEMCTION RESPONSE.......cccviiiiiiiiiiiiiiiieei e 28

Storage Server AEMREVENT RESPONSE.....coouuiiiiiiiiiiiiieeieeen e 28

2.2.1.4 Association INitiation POCY..........iiiiiieeei e 29
2.2.14.1 Activity BSynchronize Objects with an External Peer. AE................. 29
Description and Sequencing of ACHVILIES...........covvviiiiiiiiie e 29
Proposed Presentation CONEXES...........ooviiiiiiiiiimmmee e eeeeeeees 29
SOP SpecCific CONFOIMANCE.........uuiiiiiiiee e eree e e e 30
Specific Conformance for Verification SOP Class..........cccooeevivvviiceninnnnnnn. 30
2.2.1.4.2 Activity BArchive Objects to an External Peer AE.............cccccceiiieeee. 30
Description and Sequencing of ACHVILIES...........covviiiiiiiiiie e 30
Proposed Presentation CONEXES...........ooiiiiiiiiiiimmme e eeeeeeeeiiiiii e eeeeeeeees 30
2.2.2 Vitrea Connection Query/Retrieve Server AE Specificatian.................cccoeeee.. 30
2.2.2.1 SOP ClaSSES. ... i iiiieieee ettt eeet ettt ettt eneeeees 30
2.2.2.2 Association Establishment POlICY...........ooiiiiiiiiiiiieeeii e, 30
2.2.2.2.1 GENEIAL. ...ttt eenaee 30
2.2.2.2.2 Number of ASSOCIAtIONS........ciiiiiieeeeeeiiieeieeere e e 31
2.2.2.2.3 ASyNChronous NAtULE.........coooiiiiiiiiiiiieeee e 31
2.2.2.2.4 Implementation Identifying Information..............ccccuvviiiccciiiiiiieiinnnnns 31
2.2.2.3 Association INitiation POCY.........uiiiiiieee e 31
2.2.2.3.1 Activity - Send Images Requested by an External Peer.AE.............. 31
Description and Sequencing of ACHVILIES...........covviiiiiiiiiie e 31
Proposed Presentation CONEXES...........ooviiiiiiiiiimmmeeeee e eeeeeeeees 32
SOP Specific CONFOIMANCE.........uuiiiiiiiie e eren e e e e 32
Specific Conformance for Verification SOP Class..........cccooeevvviviieninnnnnnn. 32
Specific Conformance for Image, SR and KIN SOP Classes.........c........... 32
2.2.2.3.2 Activity - Retrieve Images Requested by an External Peer AE......... 33
Description and Sequencing of ACHVILIES...........covvieiiiiiiiimme e 33
Proposed Presentation CONEXES...........oovviiiiiiiiimmme e et eeeeeeeees 33
SOP Specific CONTOIMANCE.........cuuiiiiiiiieie e eeen e e e e e e 34
Specific Conformance for Verification SOP Class.........ccccooeevvviviiccceninnnnnnn. 34
2.2.2.4 Association AcCeptance POICY.........ccouuiiiieeeiiiiiieeeeie e 34
2.2.2.4.1 Activity - Handling Query and Retrieval Requests..............cceeeeivieees 34

Copyrigh® Vital Images, I/l rights reserved 9




Description and Sequencing of ACHVILIES...........covvviiiiiiiiime e 34

Accepted Presentation CONEXIS.........ccoiiiiiiiiiiiimeme e eeeeeeeeeeeiiii s eeeeeeeees 35
SOP Specific CONFOIMANCE.........euiiiiiiiei e eree e e e e 35
Specific Conformance for Verification SARASS...........ccvvvvieieiiiiiiimcceniinnnn. 35
Specific Conformance for Query SOP Classes........cccocvveiiiiiiceeieeeveviieeen, 36
Specific Conformance for Retrieve SOP Classes.........ccccceeveevvieeeeeeeennnnn. .. 40

2.2.3 Vitrea Connection MWL Server AE Specification................uuueeiiiccceeeeeenennnnns 41
2.2.3.1 SOP ClASSES.. . uiiiiieieee it eeee ettt eeeerees 41
2.2.3.2 Association Establishment POliCY..........ccooovieiiiiiiiiceciiiiiieeeeeeeen 41
2.2.3.2.1 GENEIAL...uuiiiie ettt eenee 41
2.2.3.2.2 NUumber of ASSOCIAtIONS ... .uiiiiiieeeeeeeieeeieeeee e e 41
2.2.3.2.3 ASyNChronous NAtULE........ccoooiiiiiiiiiiiiieee e 41
2.2.3.2.4 Implementation Identifying Information..............cccovvviiiiccciiiiiiieiiiinns 42
2.2.3.3 Association Acceptance POICY........ccoouiiieieeiiii e 42
2.2.3.3.1 Activity - Handling Query and Retrieval Requests..............ceeeeevieenns 42
Description and Sequencing Of ACHVILIES...........oovviiiiiiiiiie e 42
Accepted Presentation CONteXIS..........coovvvieiieiiimmmneeeeeeeeeeeeeiiiiiies s smmmeeeeeeeeeen 42
SOP SpecCific CONFOIMANCE.........uuiiiiiiie e e e e 43
Specific Conformance for Verification SARASS..........ccvvviiieiiiiiiiiiceeiiee e 43
Specific Conformance for Query SOP ClassSes........cccoovviiiiiiiceereeeeiiiiienn, 43

2.2.4 Vitrea Connection Connect Server AE Specificatian.................uuvuiiccceeeeeennnns 46
2.2.4.1 SOP ClaSSES....uuiiiii it eeee ettt emeeeee 46
2.2.4.2 Association Establishment POliCY..........ccooovveiiiiiiiiceciiiiieeeeeeeeven . 46
2.2.4.2. 1 GENEIAL. ...ttt eeenee 46
2.2.4.2.2 Number Of ASSOCIAtIONS........ciiiiiieeeeeeeii e ieeeee e 47
2.2.4.2.3 ASYyNChronous NAtULE........ccooiiiiiiiiiiiiiieee e a7
2.2.4.2.4 Implementatn Identifying Information.................oovviiiiceciiiiiiiiiiinnnns a7
2.2.4.3 Association INitiation POCY..........iiiiiiiee e 47
2.2.4.3.1 Activity BQuery/Retrieve Requested by an External Peer.AE.......... a7
Description and Sequencing OCHVITIES. ..........coooiiiiiiiiiiiiiieee e 47
2.2.4.4 Association AcCeptance POICY........ccouuiiireee e 48
2.2.4.4.1 Activity - Handling Query and Retrieval Requests.............ccoeeeeivieeens 48
Description and Sequencing Of ACHVILIES...........oovviiiiiiiiiie e 48
Accepted Presentation CONteXIS..........ccovvvveeiiiiimmmreeeeeeeeeeeeeiiiiiies s scmmeeeeeenenn . 49

Copyrigh® Vial Images, Inall rights reserved 10




SOP Specific CONFOIMANCE.........euiiiiiiiie e e e 49

Specific Conformance for Verification SOP CIass..........cccoooveiiviiiccciiieeeeeens 49
Specific Conformance for Query SOP Classes........ccccovvviieiiiceeieeeeeiiieennn, 50
Specific Conformance for Retrieve SOP Classes........ccccceeeveeivieeeeeecevvnnnnn. 50

2.2.5 Vitrea Connection WADO Server AE Specification...............eeeiiiviccceeeevennnnns 50
2.2.5.1 Association INitiation POCY.........uiiiiiieeee e 51
2.2.5.1.1 Activity - Retrieve Images Requested by an External Peer AE......... 51
Description and Sequencing of ACHVILIES...........coiviiiiiiiiiimme e 51
Proposed Presentation CONEXES...........ooviiiiiiiiiimmmee e eeeeeeeees 51
SOP Specific CONFOIMANCE.........euiiiiiiiee e 51
Specific Conformance for Verification SOP Class..........cccooeevvviviieinnnnnnnn. 51

2.2.6 Vitrea Connection XDS Publish Server AE Specification.................vvueeen... 52
2.2.6.1 SOP ClaSSES. ... uiiiiiiieeeieeieeeeeeeet ettt e et eeeeees 52
2.2.6.2 Assciation Establishment PONCY.........ueoiiiiiiiii e, 52
2.2.6.2.1 GENEIAL....uuiiiii ettt eeenee 52
2.2.6.2.2 Number of ASSOCIAtIONS........ciiiiiieeeeeeieieeieeeee e 52
2.2.6.2.3 ASyNChronous NAtULE.........coooiiiiiiiiiiiieeee e 52
2.2.6.2.4 Implementation Identifying Information..............cccovviiiceciieieeieiininns 52
2.2.6.3 Association Acceptance POICY........ccouuiiiieeeiiiiiieceece e 53
2.2.6.3.1 Activity - RECeIVE IMAJES.......cceeiiiiieeeeiiiiimmme e e 53
Description and Sequencing of ACHVILIES...........covvviiiiiiiiime e 53
Accepted Presentation CONEXIS.........coooiiiiiiiiiiimeme e e eeeeeeeeeiiii s eeeeeeeees 53
SOP Specific CONFOIMANCE.........euiiiiiiiee e eree e e e e 53
Specific Conformance for the Verification SOP Class...........cccooeevvvvieemennn. 53
Specific Conformance for the Storage SOBRSSES...........coooviiiiiiiiiiiieene e, 54

XDS Publish Server AE GTORE RESPONSE.......uuvuuiiiiiiieeeeeceeeeiiiinn 54

2.2.7 Vitrea Connection Proxy Server AE Specification...............ceiiiiccceeeeeeennnnnnns 55
2.2.7.1 SOP ClaSSES....uuiiiiiiee it eeee ettt emeeeees 55
2.2.7.2 AssociationEstablishment POICY............cooiiiiiiiiiiceeii e, 55
2.2.7.2.1 GENEIAL. ...ttt eeenee 55
2.2.7.2.2 Number of ASSOCIAtIONS........ciiiiiieeeeeeeiieeieeeee e 56
2.2.7.2.3 ASyNChronous NAtULE..........cooiiiiiiiiiiiieeee e 56
2.2.7.2.4 Implementation Identifying Information..............cccouvviiiccciieiiiiiiinins 56
2.2.7.3 Association Acceptance POICY........ccoouiiiieee e 56

Copyrigh® Vital Images, I/l rights reserved 11




2.2.7.3.1 Activity - RECeIVE IMAJES.......ceeiiiiieeeeeiiiitemme et 56

Description and Sequencing of ACHVILIES...........coovvviiiiiiiie e 56

Accepted Presentation CONEXIS.........cooviiiiiiiiiiiieme e e e e eeeeeeees 57

SOP Specific CONfOIMANCE.........euiiiiiiiee e e e 57

2.2.7.4 Association INitiation POCY..........iiiiiiiee e 57
2.2.7.4.1 Activity BSynchronize Objects with an Exterd®der AE...................... 57
Description and Sequencing of ACHVILIES...........cooviiiiiiiiiimmme e 57

Proposed Presentation CONEXES...........ooviiiiiiiiiimmmee e eeeeeeees 57

SOP Specific CONFOIMANCE.........euiiiiiiiie e e e 58

PG T N\ V(0] S [ 0] (] = T = PP 58
2.3.1 Supported Communication Stacks.............ceuuuuuiuuiiccniiieiiiiiiiiee e 58
2.3.1.1 TCP/IP SEACK ... e e anen s 58

2.3.2 Physical Network INterfaCe ..ot 58

P ©fo] 1110 [UT =1 1o o ISP UUPPRRR 58
2.4.1 AE Title/Presentation Address MappinNg........ccooeeeeeeeeeeiieeeiiiiiaee e eeeeeeeiees 58
2.4.1.1 LOCAl AE THES. ..o e e e e e 58
2.4.1.2 RemMOte AE TGS ....cciieeeeeeee e e 59

2.4.2 Configuration ParametrS. ......ccooieeiiiiiiieeieeeeee et emme e e e eeeeenaeaes 59

I \V (= To [F= W g (=T (0] g = T TP PPPPRPPR 60
4 Support of Extended CharacCter SELS..........uuuiiiiiiii i 60
TS T o U] SR PPPPTPPPPRRR 60
5.1 SeCUINtY ProfileS.......uuuueiiiiiiii e eeeeereee e e e eeeeeeed 60
5.2 ASSOCIAtION LEVEI SECUILY......coiiiieeieiiiti ettt e e e e e e 60
5.3 ApPlication LEVEl SECUNLY.......ccoiiieiiiiiiiiiie et e e e e e e 60

Copyrigh® Vial Images, Inall rights reserved 12




1 Introduction
1.1 Revision History

Document Version Date Author Description

1.0 20Februarg(18 Vital Images Released witfitrea
Connection.Q

11 16 April, 2018 Vital Images Updated for Vitrea Connecti
7.1.

1.2 15 My, 2018 Vital Images Updated for Vitrea Connecti

7.2. Updated references to
DICOM standard.

1.3 21 August, 2018 Vital Images Updated for Vitrea Connecti
7.3.
Updated references to DIC(
standard.
Updated references to IHE
Technical Framework for IT
infrastructure.
Updated references to IHE
Technical Framework for
Radiology.

1.4 5 November, 2018 Vital Images Updated for Vitrea Connecti
7.4.

Updated references to DIC(
standard.

Added definition of DICOM
Proxy Server.

1.2 Audience

This document igeimded for hospital staff, health system integrators, software designers or implementers. It is assumed
reader is familiar with the terminology and concepts that gre D3EDM 3.0 standard and the appropriate IHE Profiles.

1.3 Remarks

DICOM, yitself, does not guarantee interoperability. However, the Conformance Statementdaellivatiédatidirsor
interoperability between different applications supporting the same DICOM functionality.

This Conformance Statement is not inemdplhde validation with other DICOM equipment to ensure proper exchange
information intended.

The scope of this Conformance Statement is to facilitate commuNitedorCaritiectiand other vendors' medical
equipment. The Conformance Stathmealt be read and understood in conjunctienDI@IOM 3.0 standard. Howiever,
is not guaranteed to ensure the desired interoperability and successful interconnectivity with existing DICOM systems.

The user should be aware of the following triggagan

Copyrigh® Vital Images, I/l rights reserved 13




* The comparison of different conformance statements is the first step towards assessing interconnectivity |
Vitrea Connectiand other vendorsO equipment.

* Test procedures should be defined to validate the desired level of connectivity.

* TheDICOM 3.0 standard will evolve to meet the users' future reqitaelmaigss, Ireserves the right to make
changes to its products or to discontinue its delivery.

1.4 Definitions, Terms and Abbreviations
Definitions, terms and abbredatsad in this document are defined within the different parts of the DICOM standard.

Abbreviations and terms are as follows:

AE Application Entity

AET ApplicatiorEntityTitle

DICOM Digital Imaging and Communications in Medicine
DIMSE DICOM Messagervice Element

GSDF Grayscale Standard Display Function

GUI Graphical User Interface

HIS/RIS Hospital Information System / Radiology Information System
HL7 Health Level 7

IHE Integrating the Healthcare Enterprise

IHETF Integrating the Hegdtie Enterprise Technical Framework
10D Information Object Definition

ISO International Standard Organization

PDU DICOM Protocol Data Unit

LUT Lookup Table

P-LUT Presentation Look Table

SCP Service Class Provider

SCuU Service Class User

SOP DICOM Servi€bject Pair

TCP/IP Transmission Control Protocol/Internet Protocol
TLS Transport Layer Security

uib Unique Identifier

VR Value Representation

XDS CrossEnterprise Document Sharing

1.5 References

* [DICOM] Digital Imaging and Quigatians in Medicine (DICOM), NEMA P& 2018d
* [IHETF] IHE Radiology Technical Framework, HIMSS/RENA, ReNidioty.0, July 27208
* [IHETF] IHET Infrastructufechnical &mework, HIMSS/RSNA, BV, Revisio5, July24, 208
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2 Networking

2.1 Implementation Model

2.1.1 Application Data Flow

Vitrea Connectignlogically dividetbidifferent DICOM Application Entities: StorageQ8eryRetrieve Servéh/ADO
ServerXDS Publish ServdiWL Servaind Connect Server

Application Data Flow Diagram

Index Object
in Database

Store Object
Query
Database

Query
Database

A

C-Echo
C-Store DICOM
Sstorage N-Action Storage
erver NEvent scu
Report

A

Query
Retrieve
Server
Retrieve
Object
Query
Database
WADO
Server
Retrieve
Object
Query XDS
Registry
XDS DICOM
Publish < g’gﬁ:ﬁ Storage
Server Scu
Submit to XDS
Repository
DICOM
Query MWL > C-Echo Modality
Database Server h C-Find Worklist
Scu
» C-Echo
<
C-Store scu
Dicom
< %_Eﬁcx Query Retrieve
<
C-Move scu
Connect
Server
Dicom
C-Echo Query Retrieve
t— C-Find ScP
C-Move

DICOM
Storage SCP

C-Echo
C-Find
C-Move
Proxy C-Store
Server
C-Echo
C-Find
C-Move
C-Store

DICOM Standard Interface

A

The Storage Server AE implements the DICOM Storage and Verification Service Classes.
TheQuenfRetrieve Server AE implemenBl@@MRetrieve and Verification Service Classes.
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The WADO Server AE implements the WAD©asses.

The XDS Publish Server AE implements the DICOM Storage and Verification Service Classes.
The MWBerveAE implements the DICOM Modality Worklist and Verification Service Classes.
The Connect Server AE implements the DICOM StorageyRéaidieaton Service Classes.

The Proxy Server AE implements the DICOM Storage, Retrieve and Verification Service Classes.

2.1.2 Functional Definitions of AEs

2.1.2.1 Functional Definition of  Vitrea Connection Storage Server AE

Vitrea Connecti@torage Server Amtlisn Entity waits for another application to connect at the presentation addre:
configured for its Application Entity Title. When another application connects, the Storage Server AE exjgects it to be
application.

The Storage Server AE will aésspiciations with Presentation Contexts for SOP Classes of the Verification, Storage,
Storage Commitment Service Classes.

Any objects received on such Presentation Contexts will be &igedttBRepesitory

As an option, the Storage ServermBeceonfigured to modify the contents of objects with information found in schedu
procedure steps (i.e. modality worklist reconciliation).

As an option, the Storage Server AE can be configured to extract measurements that are storechgectsNntitrings in o
write those measurements to files.

As part of regular maintenance activities, more specifically the synchronization of information that has been receiv
Storage Server AE, the Storage Server AE will initiate a request to rgpieeydoslgadts from the AE that originally stored
the object.

As part of regular maintenance activities, more specifi¢éigardennectisnconfigured as a cache, the Storage Server
AE will initiate a requestdosobjects to one or mAEesthat are serving as a @ archive.

2.1.2.2 Functional Definition of  Vitrea Connection Query/Retrieve Server AE

Vitrea ConnectiQueryRetrieve ServApplication Entity waits for another application to connect at the presentation addr
configured for Agplication Entity Title. When another application corReitisy@®erver AE expects it to be a DICOM
application.

TheVitrea ConnectiQuenfRetrieveServelAE will accept Associations with Presentation Contexts for SOP Classes of tl
Verificatmand Retrieve Service Classes.

TheVitrea ConnectiQuenRetriev&erve AE responds to queries based on the records stored in its database.

TheVitrea ConnectiQuenRetrieve Server AE is useflény andetrieve DICOM objects that were stthedSimrage
Server AE.

2.1.2.3 Functional Definition of WADO Server AE

Vitrea Connecti®ADO Server Application Entity waits for another application to connect at the URL configured
Application Entity Title. When another application condA@€beneer AE expects it to be a web application.

The WADO Server AE will accept web requests for retrieval of images.
The WADO Server AE responds to queries based on the records stored in its database.

The WADO Server AE is used to retrieve DICOM objexts shated to the Storage Server AE. It expects that the
requesting application already knows the SOP Instance UIDs of the DICOM objects that it wishes to retrieve.

If the requested object cannot be found in locatretdvadeO Server AE will faisiarequest to retrieve the object from the
AE that originally stored the object.

2.1.2.4 Functional Definition of XDS Publish Server AE

Vitrea Connecti®iDS Publish Server Application Entity waits for another application to connect at the presentation a
configured for its Application Entity Title. When another applicatisthec{bBePishlisBerverAE expects it to be a
DICOM application.
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The XDS Publish Server AE will accept Associations with Presentation Contexts for SOP Classesndf $ter&fgeification
Service Classes.

The S Publish Server AE will create a Key Object Selection document and publish it to an XDS Document Repository

The XDS Publish Server AE may query the XDS Document Registry to get details about previo@hjeptblished Ke
Selection documents.

2.1.2.5 Functional Definition of MWL Server AE

Vitrea ConnectibtWL Server Application Entity waits for another application to connect at the presentation address cor
for its Application Entity Title. When another apphoatits) the MWL Server AE expects it to be a DICOM application.

The MWL Server AE will accept Associations with Presentation Contexts for SOP Classes of the Verification and
Worklist Service Classes.

The MWL Server AE responds to queries taseoords stored in its database.

2.1.2.6 Functional Definition of Connect Server AE

Vitrea Connecti@onnect Server Application Entity waits for another application to connect at the presentation ac
configured for its Application Entity Title. Whenagmdication connects, the Connect Server AE expects it to be a DICO!
application.

The ConnectServer AE will accept Associations with Presentation Contexts for SOP Classes of the Verificatio
Query/Retrieve Service Classes.

TheConnecSerer AE responds to queries by proxying the Query/Retrieve requests to one or more AEs and providi
collated results to the original requesting AE.

2.1.2.7 Functional Definition of Proxy Server AE

Vitrea Connection Proxy Server Application Entity wéitsr fapglication to connect at the presentation address configured
for its Application Entity Title. When another application connects, the Proxy Server AE expects it to be a DICOM applic

The Proxy Server AE will accept Associations with Pr&senatisrfor SOP Classes of the Verification, Storage and
Query/Retrieve Service Classes.

The Proxy Server AE responds to duyepiexying the Query/Retrieve/Storage requests to one or more AEs and providing
results to the original requesting AE.

2.2 AE Specifications

The following tables define default values that are referenced by the following sections.

The following Transfer Syntaxes are represented by the term [Default TS List]:

Name List UID List
Implicit VR Little Endian 1.2.840.10008.1.2
Expicit VR Little Endian 1.2.840.10008.1.2.1

The following Transfer Syntaxes are represented by the term [Extended TS List]:

Name List UID List
Implicit VR Little Endian 1.2.840.10008.1.2
Explicit VR Little Endian 1.2.840.10008.1.2.1
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Explicit VR Big Eanul

JPEG Baseline (Process 1)

JPEG Extended (Process 2 & 4)

JPEG Lossless, Ndierarchical (Process 14)

JPEG Lossless, Nbimerarchical, Fit3tder Prediction
(Process 14 [Selection Value 1])

JPEGLS Lossless Image Compression

JPEGLS Lossy (Nehossless) Image Compression
JPEG 2000 Lossless Image Compression

JPEG 2@Lossy Image Compression

RLE Lossless

1.2.840.10008.1.2.2

1.2.840.10008.1.2.4.50
1.2.840.10008.1.2.4.51
1.2.840.10008.1.2.4.57

1.2.840.10008.1.2.4.70

1.2.840.10008.1.2.4.80
1.2.840.10008.1.2.4.81
1.2.840.10008.1.2.4.90
1.2.840.10008.1.2.4.91
1.2.840.10008.1.2.5

The following SOP Classes are represented by the term [Default SOP Class List]:

Name List

VOI LUT Box (Retired)

Hardcopy Grayscale Image Storage (Retired)
Hardcopy Color Image Storage SOP Class (Retired)
Computed Radiography Image Storage

Digital )Ray Image Storageor Presentation

Digital >)Ray Image Storageor Processing

Digital MammograpHRay Image Storageor Presertian
Digital MammograpHgay Image Storageor Processing
Digital Intr@ral XRay Image Storadeor Presentation
Digital Intr@ral XRay Image Storadeor Processing

CT Image Storage

Enhanced CT Image Storage

Leagcy Converted Enhanced CT Image Storage
Ultrasound Mdtame Image Storage (Retired)
Ultrasound Mdtame Image Storage

MR Image Storage

UIDList
1.2.840.10008.5.1.1.22
1.2.840.10008.5.1.1.29
1.2.840.10008.5.1.1.30
1.2.840.10008.5.1.4.1.1.1
1.2.840.10008.5.1.4.1.1.1.1
1.2.840.10008.5.1.4.1.1.1.1.1
1.2.840.10008.5.1.4.1.1.1.2
1.2.840.10008.5.1.4.1.1.1.2.1
1.2.840.10008.5.1.4.1.1.1.3
1.2.840.10008.5.1.4.1.1.1.3.1
1.2.840.10008.5.1.4.1.1.2
1.2.840.10008.5.1.4.1.1.2.1
1.2.840.10008.5.1.4.1.1.2.2
1.2.840.10008.5.1.4.1.1.3
1.2.840.10008.5.1.4.1.1.3.1

1.2.840.10008.5.1.4.1.1.4

Transfer Syntax
[Default S List]

[Extended TS Lit
[Extended TS Li¢
[Extende TS List
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[ExtendedS List]
[Extended TS Li¢
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[ExtendedS List]

[Extended TS Li¢
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Enhanced MR Image Storage

MR Spectroscopy Storage

Enhanced MR Color Image Storage

Legacy Converted Enhanced MR Image Storage
Nuclear Medicine Image Storage (Retired)

Ultrasound Image Storage (Retired)

Ultrasound Image Storage

Enhanced US Volume Storage

Secondary Capture Image Storage

Multframe Single Bit Secondary Capture Image Storag
Multframe Grayscale Byte Secondary Capture Image ¢
Multframe Grayscale WordoBdary Capture Image Stor
MultiframeTrueColor Secondary Capture Image Storage
Standalone Overlay Storage (Retired)
Standalon@urveStorage (Retired)

12lead ECG Waveform Storage

General ECG Waveform Storage

Ambulatory EGRaveform Storage

Hemodynamic Waveform Storage

Cardiac Electrophysiology Waveform Storage

Basic Voice AudiaWgform Storage

General Audit Waveform Storage

Arterial Pulse Waveform Storage

Respiratory Waveform Storage

Standalone Modality LUT Storage (Retired)
Standalon€OILUT Storage (Retired)

Grayscale Softcopy PresentatiorSttade e

Color Softcopy Presentation State Storage
PseuddColor Softcopy Presentation State Storage

Blending $twopy Presentation State Storage

1.2.840.10008.5.1.4.1.1.4.1
1.2.840.10008.5.1.4.1.1.4.2
1.2.80.10008.5.1.4.1.1.4.3
1.2.840.10008.5.1.4.1.1.4.4
1.2.840.10008.5.1.4.1.1.5
1.2.840.10008.5.1.4.1.1.6
1.2.840.10008.5.1.4.1.1.6.1
1.2.840.10008.5.1.4.1.1.6.2
1.2.840.10008.5.1.4.1.1.7
1.2.840.10008.5.1.4.1.1.7.1
1.2.840.10008.5.1.4.1.1.7.2
1.2.840.10008.5.1.4.1.1.7.3
1.2.840.10008.5.1.4.1.1.7.4
1.2.840.10008.5.1.4.1.1.8
1.2.840.10008.5.1.49..1.
1.2.840.10008.5.1.4.1.1.9.1.1
1.2.840.10008.5.1.4.1.1.9.1.2
1.2.840.10008.5.1.4.1.1.9.1.3
1.2.840.10008.5.1.4.1.1.9.2.1
1.2.840.10008.5.1.4.1.1.9.3.1
1.2.840.10008.5.1.4.1.1.9.4.1
1.2.840.10008.5.1.4.1.1.9.4.2
1.2.840.10008.5.1.4.1.1.9.5.1
1.2.840.10008.5.1.4.1.1.9.6.1
1.2.840.10008.5.1.4.1.1.10
1.2.840.10008.5.1.4.1.1.11
1.2.840.10008.5.1.4.1.1.11.1
1.2.840.10008.5.1.4.1.1.11.2
1.2.840.10008.5.1.4.1.1.11.3

1.2.840.10008.5.1.4.1.1.11.4

[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Exended TS Lis
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Default TSdt]

[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]

[Default TS List]
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XA/XRF Grayscale Softcopy Presentation State Storag
Grayscale Planer MPR Volumetric Presentation State ¢
Compositing Planar MPR Volumetric Presentation Stat
Advanced Blending Presentation State Storage
Volume Renderingwiotric Presentation State Storage

Segmented Volume Rendering Volumetric Presentatiol
Storage

Multiple Volume Rendering Volumetric Presentation St
Stoage

X-Ray Angiographic Image Storage

Enhanced XA Image Storage

X-Ray Radiofluoroscopic Image Storage

Enhanced XRF Image Storage

X-Ray AngiographiePBne Image Storage (Retired)
X-Ray 3D Angiographic Imagedgtora

X-Ray 3D Craniofacial Image Storage

Breast Tomosynthesis Image Storage

Breast ProjectiofR4y Imag8torag®For Presentation
Breast ProjectiofR4y Image StoragEor Processing

Intravascular Optical Coherence Tomography Imadge S
For Presertian

Intravascular Optical Coherence Tomography Imadge S
For Processing

Nuclear Medicine Image Storage
Parametric Map Storage

Raw Data Storage

Spatial Registration Storage

Spatial Fiducials Storage

Deformable Spatial Registration Storage
Segmentation Storage

Surface Segmentation Storage

1.2.840.10008.5.1.4.1.1.11.5
1.2.840.100@81.4.1.1.11.6

1.2.840.10008.5.1.4.1.1.11.7
1.2.840.10008.5.1.4.1.1.11.8
1.2.840.10008.5.1.4.1.1.11.9

1.2.840.10008.5.1.4.1.1.11.10

1.2.840.10008.5.1.4.1.1.11.11

1.2.840.10008.5.1.4.1.1.12.1

1.2.840.10008.5.1.4.1.1.12.1.1

1.2.80.10008.5.1.4.1.1.12.2

1.2.840.10008.5.1.4.1.1.12.2.1

1.2.840.10008.5.1.4.1.1.12.3

1.2.840.10008.5.1.4.1.1.13.1.1
1.2.840.10008.5.1.4.1.1.13.1.2
1.2.840.10008.5.1.4.1.1.13.1.3

1.2.840.10008.5.1.4.1.1.13.1.4

1.2.840.10008.5.1.4.1.183.1.

1.2.840.10008.5.1.4.1.1.14.1

1.2.840.10008.5.1.4.1.1.14.2

1.2.840.10008.5.1.4.1.1.20
1.2.840.10008.5.1.4.1.1.30
1.2.840.10008.5.1.4.1.1.66
1.2.840.10008.5.1.4.1.1.66.1
1.2.840.10008.5.1.4.66.2
1.2.840.10008.5.1.4.1.1.66.3
1.2.840.10008.5.1.4.1.1.66.4

1.2.840.10008.5.1.4.1.1.66.5

[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]

[Default TS List]

[Default TS List]

[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Li¢
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit

[Extended TS Li¢

[Extended TS Lit

[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Li¢

[ExtendedS List]
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Tractography Results Storage

Real World Value Mapping Storage
Surface Scan Mesh Storage

Surface ScdPoint Cloud Storage

VL Image Storage (Retired)

VL Endoscopic Image Storage

Video Endoscopic Image Storage

VL Microscopic Image Storage

Video Microscopic Image Storage

VL Slid€oordinates Microscopic IrBégage
VL Photographic Image Storage

Video Photographic Image Storage
Ophthalmic Photography BnBige Storage
Ophthalmic Photography 16 Bit Image Storage
Stereometric Relationship Storage
Ophthalmic Tomography Image Storage

Wide Field Ophthalmic Photography Stereographic Prc
Image Storage

Wide Field Ophthalmic Photography 3d&testdnage
Storage

Ophthalmic Optimal Coherence Tomography En Face
Storage

Ophthalmic Optimal Coherence Tomogsagim\Blume
Analysis Stage

VL Whole Slide Microscopy Image Storage
Lensometry Measuretsestorage
Autorefractidleasurements Storage
Keratometieasurements Storage
Subjective Refractideasurenmes Storage
Visual Acuiteasurements Storage

Spectacle Prescription R&iorage

1.2.840.10008.5.1.4.1.1.66.6
1.2.840.10008.5.1.4.1.1.67
1.2.840.10008.5.1.4.1.1.68.1
1.2.840.10008.5.1.4.1.2.68.
1.2.840.10008.5.1.4.1.1.77.1
1.2.840.10008.5.1.4.1.1.77.1.1
1.2.840.10008.5.1.4.1.1.77.1.1.1
1.2.840.10008.5.1.4.1.1.77.1.2
1.2.840.10008.5.1.4.1.1.77.1.2.1
1.2.840.10008.5.1.4.1.1.77.1.3
1.2.840.10008.5.1.4.1.1.77.1.4
1.2.840.10008.5.1.4.1.1.77.1.4.1
1.2.840.10008.5.1.4.1.1.77.1.5.1
1.2.840.10008.5.1.4.1.1.77.1.5.2
1.2.840.10008.5.1.4.1.1.77.1.5.2
1.2.840.10008.5.1.4.1.1.77.1.5.¢

1.2.840.10008.5.1.4.1.1.77.1.5.¢

1.2.840.10008.5.1.4.1.1.77.1.5.¢

1.2.840.10008.5.1.4.1.1.77.1.5.7

1.2.840.10008.5.1.4.1.1.77.1.5.¢

1.2.840.10008.5.1.4.1.1.77.1.6
1.2.840.10008.5.1.4.1.1.78.1
1.2.840.10008.5.1.4.1.2.78.
1.2.840.10008.5.1.4.1.8.78.
1.2.840.10008.5.1.4.1.2.78.
1.2.840.10008.5.1.4.1.5.78.

1.2.840.10008.5.1.4.1.6.78.

[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit
[Extended TS Lit

[Extended TS Lit

[Extended TS Lit

[Extended TS Lit

[Extended TS Lit

[Extended TS Lit
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]

[Default TS List]
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Ophthalmic AxMéasureménStorage

Intraocular Lens Calculatstosage

Macular Grid Thickness and Volume Report

Ophthalmic Visual &Figtatic Perimeigasurements Stora

Ophthalmic Thickness Blaypage
Comeal TopograBtprage

Basic Text SR

Enhanced SR

Comprehensive SR

Comprehensive 3D SR

Extenible SR Storage

Procedure Log

Mammography CAD SR

Key Object Selection

Chest CAD SR

X-Ray Radiation Dose SR
Radiopharmaceutical Radiation Does SR
Colon CAD SR

Implantation Plan BRcumer$torage
Acquisition Context SR Storage
Simplified Adult Echo SR Storage
Patient Radiation Dose SR Storage
Content Assessment Results Storage
Encapsulated PDF Storage

Encapsulated CDA Storage

Positron Emission Tomography Image Storage

Legacy Converted Enhanced PET Image Storage

Standalone PET Curve Storage (Retired)
Enhanced PET Image Storage

Basic Structured Display Storage

1.2.840.10008.5.1.4.1.7.78.
1.2.840.10008.5.1.4.1.8.78.
1.2.840.10008.5.1.4.B1.7
1.2.840.10008.5.1.4801
1.2.840.10008.5.1.4811
1.2.840.10008.5.1.4821
1.2.840.10008.5.1.4.1.1.88.11
1.2.840.10008.5.1.4.1.1.88.22
1.2.840.10008.5.1.4.1.1.88.33
1.2.840.10008.5.1.4.1.148.3
1.2.840.10008.5.1.4.1.1.88.35
1.2.840.10008.5.1.4.1.1.88.40
1.2.840.10008.5.1.4.1.1.88.50
1.2.840.10008.5.1.4.1.1.88.59
1.2.840.10008.5.1.4.1.1.88.65
1.2.840.10008.5.1.4.1.1.88.67
1.2.840.10008.5.1.4.1.1.88.68
1.2.80.10008.5.1.4.1.1.88.69
1.2.840.10008.5.1.4.1.1.88.70
1.2.840.10008.5.1.4.1.1.88.71
1.2.840.1080.1.4.1.1.88.72
1.2.840.10008.5.1.4.1.1.88.73
1.2.840.10008.5.1.4.1.1.90.1
1.2.840.10008.5.1.4.1.11104.
1.2.840.10008.5.1.4.1.1.104.2
1.2.840.10008.5.1.4.1.1.128
1.2.840.10008.5.1.4.1312
1.2.840.10008.5.1.4.1.1.129
1.2.840.10008.5.1.4.1.1.130

1.2.840.10008.5.1.4.1.1.131

[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Defali TS List]

[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Default TS List]
[Extended TS Lit
[Default TS List]
[Default TS List]
[Extended TS Lit

[ExtendedST List]
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CT Performed Procedure Protocol Storage 1.2.840.10008.5.1.4.1.1.200.2  [Defaull'S List]

RT Image Storage 1.2.840.10008.5.1.4.1.1.481.1  [Extended TS Li
RT Dose Storage 1.2.840.10008.5.1.4.1.1.481.2 [Default TS List]
RT Structure Set Storage 1.2.840.10008.5.1.4.1.1.481.3  [Default TS List]
RT Beams Treatment Record Storage 1.2.840.10008.5.1.4.1.1.481.4  [Default TS List]
RT Plan Storage 1.2.840.10008.5.1.4.1.1.481.5 [Default TS List]
RT Brachy Treatment Record Storage 1.2.840.10008.5.1.4.B1.@ [Default TS List]
RT Treatment Summary Record Storage 1.2.840.10008.5.1.4.1.1.481.7 [Default TS List]
RT lon Plan Storage 1.2.840.10008.5.1.4.1.1.481.8  [Default TS List]
RT lon Beams Treatment Record Storage 1.2.840.10008.5.1.4.1.1.481.9  [DefaultS List]
RT Beams Delivery Instruction Storage 1.2.840.10008.5.1.4.34.7 [Default TS List]
RT Brachy Application Setup Delivery Instruction Stora 1.2.840.10008.5.1.4184. [Default TS List]
2.2.1 Vitrea Connection Storage Server AE Specification

2211 SOP Classes

Vitrea Connecti&torage Server Application Entity provides Standard Conformance to the following SOP Classes:

SOP Classes fafitrea ConnectioBtorage Server AE

SOP Class Name SOP Class UID SCU SCP
Verification SOP Class 1.2.840.10008.1.1 Yes Yes
Patént Root Q/R Information M&dRD 1.2.840.10008.5.1.4.1.2.1.1 Yes No

Patient Root Q/R Information Md@aVE 1.2.840.10008.5.1.4.1.2.1.2 Yes No

Study Root Q/R Information MBt¢D 1.2.840.10008.5.1.4.1.2.2.1 Yes No

Study Root Q/R InformatimteMMOVE 1.2.840.10008.5.1.4.1.2.2.2 Yes No

Storage Commitment Push Model 1.2.840.10008.5.1.20.1 Yes Yes
[Default SOP Class List] Yes Yes
22.1.2 Association Establishment Policy

22121 General

TheVitrea ConnectiStorage Server AE can both accept and preposdids Requests. Witeea ConnectiBtorage
Server AE will accept and propose Association Requests for the Verification, Storage, and Storage Commitment Pt
Services.

The DICOM standard application context name for DICOM 3.0 is alveays @ogeysed:
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DICOM application context nameVitnea Connectiotorage Server AE

Application Context Name 1.2.840.10008.3.1.1.1

2.2.1.2.2 Number of Associations

Vitrea ConnectiGtorage Server can support multiple simultaneous Associations requédisd Dgfaekris 10. This
value can be configlitlerough the configuration GUI.

Number of Associations acceptedvityea ConnectioBtorage Server AE

Maximum number of simultaneous Associations 10 (Configurable)

2.2.1.2.3 Asynchronous Nature

Vitrea Connecti®tagage Server does not support asynchronous communication. Multiple outstanding transactions a
supported. It allows up to one invoked and one performed operation on an Association (it is synchronous).

Asynchronous Nature as SCP\fiarea ConnectioBtorage Server AE

Maximum number of outstanding asynchronous transactions 1 (Not Configurable)

22124 Implementation Identifying Information
The implementation information for this Application Entity is:

DICOM Implementation Class and Versidfitfea ConnectioStorage Server AE

Implementation Class UID 2.16.124.113638
Implementation Version Name rialtedcm4che2
2.2.1.3 Association Acceptance Policy

2.2.1.31 Activity - Receive Images

Description and Sequencing of Activities

A remote peer DICOM Application Entity, aatBigprage SCU, establishes an associatiitredtiConnecti8torage
Server that accepts these Associations for the purpose of receiving supported SOP Class Instances requests.

In the default configuration any Calling and Called AET will bk tec€labbeld AET does not correspond to the actual
Storage Server AET, only a Presentation Context for the Verification SOP Class will be accepted and then8CU can onl
DICOM Association, but cannot invoke any other related DICOM service.

The Sirage Server AE may reject Association attempts as shown in the table below. The Result, Source and Reasc
columns represent the values returned in the corresponding fields of aiRAFEOQAKEERPS 3.8).

Association Rejection Reasons

Result Saurce Reason / Diag Description
2-rejected provider 2 - locallimit The (configurable) maximum number of simultane
transient exceeded associations has been reached. An association re:

with the same parameters may succeed at a later
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1-repcted user 2-application The Association request contained an unsupporte:

permanent contexhame not  Application Context Name. An association requesi

supported same parameters will NOT succeed at a later time
1-rejected user 3bcdling AE title The Association request contained an unrecogniz¢
permanent not recognized AE Title. An association request with the same pal

will NOT succeed at a later time unless configurati
changes are made.

Accepted Presentation Contexts
Vitra ConnectidBtorage Server AE will accept Presentation Contexts as shown in the following table:

Accepted Presentation Contexts\farea ConnectioBtorage Server AE

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCP None
Storage Commitment Push Model 1.2.840.1000&0.1 [Default TS List] SCP None
[Default SOP Class List] SCP None

The preferred (default) TransfenSgriExplicit VR Little Endian

SOP Specific Conformance

Specific Conformance for the Verification SOP Class

Vitrea Connecti®@orage Server provides standard conformance to the DICOM Verification Service Class as an SCI
status code for th&CHO is described in the following table:

Vitrea ConnectioBtaage Server-E€cho Response Status

Service Status Further Meaning Error Code Reason

Success Success 0000 The GECHO request is accepted

Specific Conformance for the Storage SOP Classes

The associated activity with the Storage service is the do@igedatdreceived over the network on a designated storage
repository. Thétrea ConnectiBtorage Server AE will return a failure status if it is unable to store the received instance(s)

TheVitrea ConnectiBtorage Server AE does not have anyatependn the number of Associations used to send images
to it. Images belonging to more than one Study or Series can be sent over a single or multiple Associatiotts. Images b
a single Study or Series can also be sent over different AJs$wiatioms limit on either the number of SOP Instances or
the maximum amount of total SOP Instance data that can be transferred over a single Association.

TheVitrea ConnectiBtorage Server AE always retains the original DICOM data in DICOdliRatrfilrooat, which

is stored in the lostdrage systemheVitrea ConnectiSiorage Server AE is Level 2 (Full) conformant as a Storage SCP. In
addition, all Private and SOP Class Extended Elements are maintained in the DICOM ftitimattdilessvimgaall
Elements in files, a subset of the Elements is storéiréa tBennectiGtorageServerdatabase to support query and
retrieval requests.
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By defaulthé Vitrea Connecti®torage Server AE will not transcode informatioa fransfen syntax to another. All
information is stored as it is receil@dever, it is possible to configuvétitse ConnectiStorage Server AE apply the
following transcoding between transfer syntaxes when storilffghe4dges. ConnemtiStorage Server AE is unable to
transcode an image that is being storéidreaeConnectiStorage Server AE will store the image in its original format.

As an option, thitrea ConnectiStorage Server AE can be configured to update the ssxiaiddéa avith the DICOM

data based on information found in scheduled procedure steps (i.e. modality worklist reconciliation). Tleeisriginal DIC!
not modified, but only the metadata. A complete history of metadata is stored, so thebtheedpohidsepexamined

and even rolled back by an administrator.

TheVitrea ConnectiBtorage Server AE can be configured to selectively apjggtié@Stes to subsequent DICOM C
Find and ®ove requests, depending on which AE Title is queeretheaspecification of Informatiject Change
Management

Transcoderbm Transfer Syntax Transcode to Transfer Syntax
1.2.840.10008.1.2 (Implicit VR Little Endian) 1.2.840.10008.1.2.4.80 (JPEGossless Image Compressiol
1.2.840.10008.1.2.1 (iekpP/R Little Endian) 1.2.840.10008.1.2.4.80 (JPEGossless Image Compressiol

1.2.840.10008.1.2 .2 (Explicit VR Big Endian) 1.2.840.10008.1.2.4.80 (JPEEGossless Image Compressiol

Storage Server AE C -STORE Response
Vitrea ConnectioBtorage Seer GSTORE Response Status

Service Status Further Meaning Error Code Reason

Success Success 0000 The Composite SOP Instance was successfully rece
verified, and stored in the system repository.

Error Processing Failur 0110 This status is returiee to internal errors such as a
processing failure response frodittha Connection
database or a fifgstem operation.

The appropriate Status will be sent S TT@RE
Response.

Error indication message is output to the Service Lo

Error Dupliate SOP D000 This status is returned if the instance already exists
Instance UID database and th@rea ConnectiStorage Server AE is
configured to refuse duplicate instances.

The appropriate Status will be sent STT@RE
Response.

Errorndication message is output to the Service Log

Warning Data Set does no B007 This status is returned if 8§ GRE Request specifies
match SOP class Attributes that are not specific as part of the Storage
class.

Image transmission is coresidegcessful. The
appropriatBUCCESS Status will be sent inRSA©RE
Response.

Warning indication message is output to the Service

Vitrea ConnectioBtorage Server Service Communication Failure Behavior
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Exception

Timeout expiry for aneexgd DICOM Message Reques
(DIMSE level timeout). |.e. The Storage Server SCP
waiting for the nexSTORE Request on an open

Behavior

The Association is aborted by issuing a DRKBONRA
Error message is output to thecgd og.

If some Composite SOP Instances have already beer

Association but the timer expires. successfully received, they are maintained in the data

They are not automatically discarded because of a lat
Error message is output to the Service Log.

Timeout expiry for apested DICOM PDU or TCP/ IP
packet (Lolevel timeout). |.e. The Storage Server SC
waiting for the nexBTORE Data Set PDU but the time
expires.

The Association is aborted by issuing a DAKBONRA
Error message is output to the Service Log.

If a GSTORE Data Set has not been fully received, the
already received is discarded. If some Composite SO
Instances have already been successfully received o\
Association, they are maintained in the database.

Error message is output to thec8émnyg.

Association aborted by the SCU or the network layer
communication loss (i.eléoel TCP/IP socket closure)

Error message is output to the Service Log.

If some Composite SOP Instances have already beer
successfully received, theynaiatained in the database.
They are not automatically discarded because of a lat

Specific Conformance for the Storage Commitment SOP Class

The associated activity with the Storage Commitment Push Model service is the comhinea&ambytitorage

Server AE to peer AEs that it has committed to permanently store Composite SOP Instances that have been sent tc
allows peer AEs to determine whethéirélaeConnectiBtorage Server has taken responsibility fohithegaof specific

SOP Instances so that they can be flushed from the peer AE system.

TheVitrea ConnectiBtorage Server AE takes the list of Composite SOP Instance UIDs specified in a Storage Comm
Push ModelACTION Request and checks if thpyeaent in thétrea Connectiguery/retrieve Server repository. As long

as the Composite SOP Instance UIDs are present in the dafébesedheectiBtorage Server AE will consider those
Composite SOP Instance UIDs to be successfully @hehvitegla Connecti®torage Server AE does not require the
Composite SOP Instances to actually be successfully written to archive media in order to commit to respogsibility for r
these SOP Instances.

Once th&itrea ConnectiBtorage ServAE has checked for the existence of the specified Composite SOP Instances, it \
then attempt to send the Notification reqa¥&NIREPORRQ). Th&/itrea ConnectiBtorage Server AE will request a
new Association with the peer AE that madetieNa@I ION Request.

TheVitrea Connecti&torage Server AE will not cache Storage Commitment PugtCMaie¢|Réquests that specify
Composite SOP Instances that have not yet been transféfiteebt€ tdmectiQuery/Retrieve Server. If afdEerends

a Storage Commitment Push Ma@®@TNDN Request before the specified Composite SOP Instances are later sent over
same Association, Yhizea ConnectiStorage Server AE will not commit to responsibility for such SOP Instances.

TheVitrea Qunectiorbtorage Server AE does not support the optional Storageddedia &ildID attributes in the N
ACTION request.

TheVitrea ConnectiStorage Server AE will support Storage Commitment Push Model requests for SOP Instances of
the Storag8OP Classes that are also supportedvitygheConnectiStorage Server AE:

Supported Referenced SOP Classes In Storage Commitment PushACddeINNRequests

SOP Class Name SOP Class UID

[Default SOP Class List]
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Storage Server AE N -ACTION Respons e
TheVitrea ConnectiStorage Server AE will return the following Status Code-R&lli¢®MResponses:

Vitrea ConnectioBtorage Server-AICTION Response Status

Service Status Further Meaning Error Code Reason

Success Success 0000 The SCP has susstullly received the Storage Comm
Push ModelACTION Request and can process the
commitment request for the indicated SOP Instance

Error Processing Failur 0110 Indicates that the Storage Commitment Push Model
ACTION Request cannot be parfgly @rocessed due
a database or system failure.

Error Missing Attribute 0120 Indicates that the Storage Commitment Push Model
ACTION Request cannot be processed because ar
attribute is missing from tA&€MNION Request Data Se

Error Mising Attribute 0121 Indicates that the Storage Commitment Push Model
Value ACTION Request cannot be processed because a 1
attribute in the NACTION Request Data Set does nc

a value.

Storage Server AE N -EVENT Response

TheVitrea ConnectiStorage Server AE will exhibit the following Behavior according to the Status Code value returned ir
EVENIREPORT Response from a destination Storage Commitment Push Model SCU:

Vitrea ConnectioBitorage Server-BVENT Report Response Status

Service Sttus Further Meaning Error Code Reason

Success Success 0000 The SCU has successfully received the Storage Col
Push ModeltBVENTREPORT Request.

Success indication message is output to the Service

Warning Attribute List Erro 0107 Transmissioof Storage Commitment Push MB&#&EE NI
REPORT Request is considered successful.

Warning indication message is output to the Service

* * Any Other Code This is treated as a permanent Failure.
Error indication message is output to the Service Lo

The next table reports\iirza ConnectiStorage Server behavior in case of communication failure:

Vitrea ConnectioBtorage Server AE Storage Commitment Push Model@ioationFailure Behavior

Exception Behavior

Timeout expiry for an expectddNDI@essage Request The Association is aborted by issuing a DKBONR'A

(DI.I\{ISE level timeout). l.e. The Storage Server SCP |t some Composite SOP Instances havaubeessfully
waiting for the nexANTION Request on an open received over the same Association via the Storage S
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Association but the timer expires. they are maintained in the database. They are not aul
discarded because of a later Storage Commitment me
failure.

Any previously received Storage Commitmerddelsh M
ACTION Requests will still be fully processed.

Error indication message is output to the Service Log.

Timeout expiry for an expected DICOM PDU or TCP The Association is aborted by issuing a DKBONR'A

packet (Lolevel timeout). If some @mposite SOP Instances have been successf
received over the same Association via the Storage S
they are maintained in the database. They are not aul
discarded because of a later Storage Commitment me
failure.

Any previously eded Storage Commitment Push Mod
ACTION Request will still be fully processed.

Error indication message is output to the Service Log.

AssociationrABORTed by the SCU or the network lay The TCP/IP socket is closed.

indicate communication loss (i-velT CP/IP socket |t some Composite SOP Instances have been succes

cbsure). received over the same Association via the Storage S
they are maintained in the database. They are not aul
discarded because of a later Storageidment messagin
failure.

Any previously received Storage Commitment Push
ACTION Requests will still be fully processed.

Error indication message is output to the Service Log.

22.1.4 Association Initiation Policy
22.1.4.1 Activity B Synchronize Objects with a n External Peer AE

Description and Sequencing of Activities

TheVitrea ConnectiStorage Server AE will initiate a new Association when attempting to synchronize objects that have
previously stored by an external PleerStorage Serdd will sehthe Association Request tepideific Peeand upon
successful negotiation of the required Presentatigra@uetigxtequest and possibly a retrieve request will be sent to the
Peer.

Proposed Presentation Contexts

A list of Transfer Syntaxes earobfigurefibr each AETVitrea ConnectiGtorage ServAE will propose Presentation
Contexts as shown in the following table:

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCU None

Patient Root Q/R Information MeiddDd  1.2.840.10008.5.1.4.1.2.1.1 [Default TS List] SCU None
Patient Root Q/R Information Md@®VE 1.2.840.10008.5.1.4.1.2.1.2 [Default TS List] SCU None
Study Root Q/R Information MBti¢D 1.2.840.108.5.1.4.1.2.2.1 [Default TS List] SCU None

Study Root Q/R Information MBt¢D 1.2.840.10008.5.1.4.1.2.2.2 [Default TS List] SCU None
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SOP Specific Conformance

Specific Conformance for Verification SOP Class

Standard conformance is provided taCth® Merification Service Class as an SCU. The Verification Service as an SCU
actually only supported as a diagnostic service tool for network communication issues.

2.2.1.4.2 Activity B Archive Objects to an External Peer AE

Description and Sequencing of Activitie s

When configured as a cachéd/ittea ConnectiStorage Server AE will initiate a new Association when attempting to archiv
objects that have been previously stored. The Storage Server AE will send the Association Request to ¢feesPeer that is
an archive, and upon successful negotiation of the required Presentaticerifimatientrequesstarage request and
possibly a storage commitment request will be sent to the Peer.

TheVitrea ConnectiSitorage Server AE can be configuseddidOS rejection notes to Peer AEs when archive objects are
changed.
Proposed Presentation Contexts

A list of Transfer Syntaxes can be configured for eadtre®EConnectiGtorage Server AE will propose Presentation
Contexts as shown in the foliotable:

Abstract Syntax
Transfer Syntax Role  Ext. Neg.

Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCU None
[Default SOP Class List] [Default TS List] SCU None
Storage Commitment Push Model 1.2.840.10008.1.20.1 [Defaulf'S List] SCU None
2.2.2 Vitrea Connection Query/Retrieve Server AE Specification
2221 SOP Classes

Vitrea ConnectiQuery/Retrieve Server Application Entity provides Standard Conformance to the following SOP Classes
SOP Classes fafitrea ConnectioQuery/RetrievBerver AE

SOP Class Name SOP Class UID SCU SCP
Verification SOP Class 1.2.840.10008.1.1 Yes Yes
Patient Root Q/R Information MeidD 1.2.840.10008.5.1.4.1.2.1.1 No Yes
Patient Root Q/R Information Md@aVE 1.2.840.10008.5.1.4.1.2.1.2 No Yes
Study Root Q/R Information M&teD 1.2.840.10008.5.1.4.1.2.2.1 No Yes
Study Root Q/R Information MV E 1.2.840.10008.5.1.4.1.2.2.2 No Yes
[Default SOP Class List] Yes No

2.2.2.2 Association Establishment Policy

22221 General

TheVitrea ConnectiQuery/Reieve Server AE can both accept and propose Association ReitiesisCdhiection
Query/Retrieve Server AE will accept Association Requests for the Verification and Query/Retrieve Services. It wil
Associations for Verification and SterageS
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The DICOM standard application context name for DICOM 3.0 is always accepted and proposed:

DICOM application context namé/itnea ConnectioQuery/RetrievBerver AE

Application Context Name 1.2.840.10008.3.1.1.1

22222 Number of Associations

VitreaConnectioQuery/Retrieve Server can support multiple simultaneous Associations requested by peer AEs. Defau
This value can be configured through the attribute "MaxClients" in the Application Server configuration.

Number of Associations acceptedVitrea ConnectioQuery/RetrievBerver AE

Maximum number of simultaneous Associations 10 (Configurable)

2.2.2.2.3 Asynchronous Nature

Vitrea ConnectiQuery/Retrieve Server does not support asynchronous communication. Multiple outstanding transactis
not supported. It allows up to one invoked and one performed operation on an Association (it is synchronous).

Asynchronous Nature as SCP\iarea ConnectioQuery/RetrievBerver AE

Maximum number of outstanding asynchronous transactions 1 (Not Configina)

22224 Implementation Identifying Information
The implementation information for this Application Entity is:

DICOM Implementation Class and Versidfitfea ConnectioQuery/Retriev8erver AE

Implementation Class UID 2.16.124.113638
Implementationrgien Name rialtedcm4che2
2.2.2.3 Association Initiation Policy

2.2.2.31 Activity - Send Images Requested by an External Peer AE

Description and Sequencing of Activities

TheVitrea ConnectiQuery/Retrieve AE will initiate a new Association wheM®ValiRRequdsas been performed by

an external Peer. The Query/Retrieve AE will send the Association Request teM®&/ Epaedfimaiion, and upon
successful negotiation of the required Presentation Context the image transfer is started. In allidiadsesredattempt
transmit all the indicated images in a single Association but this may not always be possible. The Asseciation will be
when all the images have been sent.

If an error occurs during transmission over an open Associationrathefémisgealted. The Query/Retrieve AE will not
attempt to independently retry the image export.

By default, théitrea ConnectiQuery/Retrieve Server AE will not transcode information from one transfer syntax to anc
when sending images to theiffp€@VOVE destination. However, if the spdt@i¢Edestination does not support the
transfer syntax that the image was stored in, either as it was received originally or as trditszadeadnbygdtien

Storage Server AE,\iteea ConnectiQuery/Retrieve Server AE witigtttbe following transcodings

Transcoderbm Transfer Syntax Transcode to Transfer Syntax
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1.2.840.10008.1.2.4.80 (JPEGossless Image Compres 1.2.840.10008.1.2 (Implicit VR Little)Endian

Proposed Presentatio n Contexts

A list of Transfer Syntaxes can be configured for each AET. The default Transfer Syntaxes are the Transfer Synt
originallyeceived instance plus the [Default TS List].

Vitrea ConnectiQuery/Retrieve AE will propose Presentatais@srghown in the following table:

Proposed Presentation Contexts byMiieea ConnectioQuery/RetrievBerver AE

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCU None
[Deéult SOP Class List] SCU None

SOP Specific Conformance

Specific Conformance for Verification SOP Class

Standard conformance is provided to the DICOM Verification Service Class as an SCU. The Verification Service as
actually only supported dmgnostic service tool for network communication issues.

Specific Conformance for Image, SR and KIN SOP Classes

The Query/Retrieve Server AE will exhibit the following behavior according to the Status Code vafiEORfrmed in a
Response from a deatiion STORE SCP:

Vitrea ConnectioQuery/Retrieve Server AIBTORE Response Status Handling Behavior

Service Status Further Meaning Error Code Behavior

Success Success 0000 The remote Storage SCP has successfully stored th
exported SORstance.

Theappropriate PENDING or SUCCESS Status will
in the GMOVE Response.

Success indication message is output to the Service

Refused Out of Resources A70A7FF This is treated as a permanent Failure.

The appropriate Status will be sent IMDEE
Response.

Error indication message is output to the Service Lo

Error Cannot Understar COOB®CFFF This is treated as a permanent Failure.

The appropriate Status will be sent iMIDY E
Response.

Error indication message is output to the [Smgyvic

Warning Coercion of Data BO000 Image transmission is considered successful.

Elements The appropriate PENDING or SUCCESS Status will
in the MOVE Response.

Success indication message is output to the Service
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Warning Data Set doestno B0O07 Image transmission is considered successful.

match SOP Class The appropriate PENDING or SUCCESS Status will
in the GMOVE Response.

Warning indication message is output to the Service

Warning Elements Discard B006 Image transmissiis considered successful.

The appropriate PENDING or SUCCESS Status will
in the GMOVE Response.

Success indication message is output to the Service

Warning Attribute List Erro 0107 Image transmission is considered successful.

The apmpriate PENDING or SUCCESS Status will
in the GMOVE Response.

Success indication message is output to the Service

Warning Attribute Value O1 0116 Image transmission is considered successful.

of Range The appropriate PENDING or SUCCHES&S/Sitébe sent
in the GMOVE Response.

Success indication message is output to the Service

* * Any other status This is treated as a permanent Failure.
code The appropriate Status will be sent HVIDY E
Response.

Error indication messagetisud to the Service Log.

Vitrea ConnectioQuery/Retrieve Server AE Communication Failure Behavior

Exception Behavior

Timeout expiry for an expected DICOM Message Re The Association is aborted by issuing a DKBONR'A
(DIMSE level timeout). The appropriate Status will be sent in the CMOVE Ret
Error indication message is output to the Service Logs

Timeout expiry for an expected DICOM PDU or TCP The Association is aborted by issuing a DKBONR'A
packet (Lolevel timeout). The apropriate Status will be sent in the CMOVE Res
Error indication message is output to the Service Logs

Association-ABORTed by the SCU or the network lay The Association is @e0d by issuing a DICOMBORT.
indicate communication loss (i-k2Mels CP/IP socket  The appropriate Status will be sent in the CMOVE Re
closure). Error indication message is output to the Service Logs

2.2.2.3.2 Activity - Retrieve Images Requested by an External Peer AE

Description and Sequencing of Activities

TheVitrea ConnectiQuenrRetrieve AE will initiate a new Association when@¥liel Request has been performed by

an external Peer but one or more of the requested objects is not found in locguepfRerEieVEAE will send an
Association Reest to the AE that originally stored the objects, and upon successful negotiation of the required Prese
Context a retrieve request is started. The Association will be released when all the images have been sent.

Proposed Presentation Contexts
A Ist of Transfer Syntaxes can be configured for each AET. The default Transfer Syntaxes are the Transfer Synt:

Copyrigh® Vital Images, I/l rights reserved 33




originallyeceived instance plus the [Default TS List].
The following Transfer Syntaxes are represented by the term [Default TS List]:

[Deault TS List] Transfer Syntax List\Marea ConnectioRetrieve Server AE

Name List UID List
Implicit VR Little Endian 1.2.840.10008.1.2
Explicit VR Little Endian 1.2.840.10008.1.2.1

Vitrea ConnectiQuery/Retrieve AE will propose Presentatais@srghown in the following table:
Proposed Presentation Contexts byMheea ConnectioQueryRetrieve Server AE

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCU None

Patént Root Q/R Information MBMEVE 1.2.840.10008.5.1.4.1.2.1.2 [Default TS Listf SCU Relational

Study Root Q/R Information MEVE  1.2.840.10008.5.1.4.1.2.2.2 [Default TS Listf SCU Relational

SOP Specific Conformance

Specific Conformance for Veri fication SOP Class

Standard conformance is provided to the DICOM Verification Service Class as an SCU. The Verification Service as
actually only supported as a diagnostic service tool for network communication issues.

2.2.2.4 Association Acceptance Polic 'y
22241 Activity - Handling Query and Retrieval Requests

Description and Sequencing of Activities

The Query/Retrieve Server AE accepts Associations only if they have valid Presentation Contexts. If none of the |
Presentation Contexts are acceptedstuwafisn Request itself is rejected. It can be configured to only accept Associatic
from certain Application Entities.

If Query/Retrieve Server AE receives a geldtp)Cequest, the response(s) will be sent over the same Association used
send th CFINDRequest.

If Query/Retrieve Server AE receives a retMO®ECrequest, the responses will be sent over the same Association used
send the ®MOVERequest.

The Query/Retrieve Server AE will send the requested SOP Instand4O\& thetir@tion over a newly created
Association and report in thOWEResponse any success or failure status of each attempt to send a Composite S(
Instance.The Query/Retrieve Server AE will not transcode information the stored transfer ephtnansfer dijfetax

when sending the requested SOP Instances.

The Query/Retrieve Server AE may reject Association attempts as shown in the table below. The Result, Source anc
Diag columns represent the values returned in the correspordinABS@GCIARD PDU (see PS 3.8).

Association Rejection Reasons

Result Source Reason / Diag Description

2-rejected provider 2 - locallimit The (configurable) maximum number of simultane
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transient exceeded associations has been reached. An iseaeiquest
with the same parameters may succeed at a later

1-rejected user 2-application The Association request contained an unsupporte:
permanent contexhame not  Application Context Name. An association requesi
supported same paraeters will NOT succeed at a later time.
1-rejected user 3bcalling AE title The Association request contained an unrecogniz¢
permanent not recognized AE Title. An association request with the same pal

will NOT succeed at a later tilegsueconfiguration
changes are made.

Accepted Presentation Contexts
Vitrea ConnectiQuery/Retrieve Server AE will accept Presentation Contexts as shown in the following table:

Accepted Presentation Contexts\farea ConnectioQuery/RetrievBerver &

Abstract Syntax Transfer Syntax Ext. Neg.
Role
Name uiD Name List UID List
Verification SOP Class 1.2.840.10008.1.1 Implicit VR Litt 1.2.840.10008.1. SCP None
Endian
Explicit VR Litt 1.2.840.10008.1.:
Endian

Patient Root Q/R Informati 1.2.840.10008.5.1.4.1.2.. Implicit VR Litt 1.2.840.10008.1.: SCP None
MocIDFIND Endian

Explicit VR Litt 1.2.840.10008.1.:
Endian

Patient Root Q/R Informati 1.2.840.10008.5.1.4.1.2.. Implicit VR Litt 1.2.840.10008.1.. SCP Relationa
ModebDMOVE Endian

Explicit VR Litt 1.2.840.10008.1.:
Erdian

Study Root Q/R Informatio 1.2.840.10008.5.1.4.1.2.. Implicit VR Litt 1.2.840.10008.1.2 SCP None
ModebFIND Endian

Explicit VR Litt 1.2.840.10008.1.:
Endian

Study Root Q/R Informatio 1.2.840.10008.5.1.4.1.2.; Implicit VR Litt 1.2.840.10008.1.. SCP Relationa
ModebDMOVE Endian

Explicit VR Litt 1.2.840.10008.1.:
Endian

If the Called AET is not corresponding to the actual Query/Retrieve Server AET, only the PrésetitatiteriCoatior
SOP Class will be accepted.

SOP Specific Conformance

Specific Conformance for Verification SOP Class

Vitrea ConnectiQuery/Retrieve Server provides standard conformance to the DICOM Verification Service Class as al
The statusode for the-ECHO is described in the following table:
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Vitrea ConnectioQuery/Retrieve Serveilscho Response Status

Service Status

Success Success 0000

Specific Conformance for Query  SOP Classes

Further Meaning Error Code

Reason

The GECHO request is accepted

The Query/Retrieve Server AE supports hierarchical queries and not relational quergtidites: wieaie always
returned by default. Only those attributes requested in the query identifier are returned.

Query responses alwayarn values from the Query/Retrieve Server database. Exported SOP Instances are always up
with the latest values kept in the database prior to export. Thus, a change in Patient demographic infarethtion will be ¢
both the €IND Responsesiaany Composite SOP Instances exporteM@\EDestination AE.

If no Issuer of Patient ID and Issuer of Patient ID Qualifiers Sequence is present, default configurable values are assun

Patient Root Information Model

All required search keys oRdtient and Study leweéssupported.

Study Root Information Model

All the required search keys dBttldgievel are supported.
Patient Root€IND SCP Supported Elements

SOP CommonAttribute Name
Specific Character Set
Instance Availability

Patient LevelAttribute Name
Patient's Name

Patient ID

Issuer of Patient ID

Issuer of Patient ID Qualifierse8equ
>Universal Entity ID
>University Entity ID Type
Other Patient IDs Sequence
Patient's Birth Date
PatientOs Birth Time
Patient's Sex

Study Level Attribute Name
Study Instance UID

Study ID

Study Date

Tag
0008,0005
0008,0056
Tag
0010,0010
0010,0020
0010,0021
0010,0024
0040,0032
0040,033
0010,1002
0010,0030
0010,0032
0010,0040
Tag
0020,000D
0020,0010

0008,0020

VR
3
3
VR
PN
LO
LO
SQ
uT
3
SQ
DA
™
3
VR
ul

SH

DA

Types of Matching
NONE

S,uU

Types of Matching
SW,U

SW,U

S,uU

SuU

S

S

U

S,UR

S,UR

SU

Types of Matching
S,LU

SW,U

SWU,R
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Study Time

Accession Number

Modalities In Study

Study Description

Referring PhysicianOs Name
Institution Name

Procedure Code Sequence
Number of Study Related Series
Number of Study Related Instances
SOP Classes in Study

Series LevelAttribute Name

Series Instance UID

Modality

Series Date

Series Time

Series Description

Laterality

Anatomic Region Sequence

Body Part Examined

Manufacturer

Manufactur®®lodel Name

Frame of Reference UID

Performed Proeed Step Description
Protocol Name

Station Name

Institutional Department Name
Performing PhysicianOs Name
Performed Procedure Step Start Date
Performed Procedure Step Start Time

Corrected Image

0008,0030
0008,0050
0008,061
0008,1030
00080090
0008,0080
0008,1032
0020,1206
0020,1208
0008,0062
Tag
0020,000E
0008,0060
0008,0021
0008,0031
0008,103E
0020,0060
0008,2218
0018,0015
0008,0070
0008,1090
0020,0052
0040,0254
0018,1030
0008,1010
0008,1040
0008,1050
0040,0244
0040,0245

0028,0051

™
SH
CS
LO

PN

ul
VR
ul

3
DA
™
LO
3
SQ
3
LO
LO
ul

LO
LO
SH
LO
PN
DA
™

LO

SWU,R

SW,U

S,WuU
S,uU

U

U

U
Types of Matching
S,uU
S,uU
S,R,U
S,R,U
S,wW,U
S,uU

U
S,wW,U
S,wW,U
S,wW,U
S,uU
S,wW,U
S,wW,U
S,wW,U
S,wW,U
S,wW,U
SR,U
S,R,U

S,wW,uU
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Date of Last Calibration

Device Serial Number
Institution Address

Institutional Department Name
Institution Name
OperatafName

Performed Procedure Step Status
Pixel Padding Value
Presentation Intent Type

Series Number

Series Type

Smallest Pixel Value In Series
Software Vers{sh
SpatiaResolution

Station Name

Date of Last Calibration

Time of La§talibration

Number of Series Related Instances
SOP LevelAttribute Name

SOP Instance UID

SOP Class UID

Rows

Columns

Number of Frames

Bits Allocated

Content Date

Content Time

Observation Date Time
Concept Name Code Sequence

Content Label

0018,1200
0018,1000
0008,0081
0008,1040
0008,0080
0008,1070
0040,0252
0028,0120
0008,0068
0020,0011
0054,1000
0028,0108
0018,1020
0018,1050
0008,1010
0018,1200
0018,1201
0020,1209
Tag

0008,0018
0008,0016
0028,0010
0028,0011
0028,0008
0028,0100
0008,0023
0008,0033
0040,A032
0040,A043

0070,0080

DA
LO
ST
LO
LO
PN
CSs
US or SS
CSs
IS
CSs
US or SS
LO
DS
SH
DA
™
IS
VR
ul
ul
us
us
IS
us
DA
™
DT
SQ
CSs

Su
Su
S,wW,uU
SwW,uU
SwW,uU
S,wW,uU
Su
SwW,uU
Su

SwW,uU

S,wW,U
S,wW,U
S,wW,U
S,R,U
S,R,U
U
Types of Matching
S,L,U
S,uU
S,uU
S,uU
S,uU
S,uU
S,R,U
S,R,U
S,uU
S,uU

S,wW,uU
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Contat Description 0070,0081 LO S,wW,U

Presentation Creation Date 0070,0082 DA S,R,U
Presentation Creation Time 0070,0083 ™ S,R,U
Content Creat@lame 0070,0084 PN S,wW,U
Transfer Syntax UID 0002,0010 ul S,U
Requested Procedure ID 0040,1001 SH S,U

Study Root GFIND SCP Supported Elements

SOP CommonAttribute Name Tag VR Types of Matching
[All attributes from SOP Common Level of Patient Root !

Study Level Attribute Name Tag VR Types of Matching
[All attributes from Patient and Studydfé¥atient Root Mod

Series LevelAttribute Name Tag VR Types of Matching
[All attributes from Series Level of Patient Root Model]

SOPLevel- Attribute Name Tag VR Types of Matching

[All attributes fr@®PLevel of Patient Root Model]

Types of Matching:

The types of Matching supported byFthNeOCCP. An "S" indicates the identifier attribute uses Single Value Matching, an
indicates Range Matchin@Windicates wildcard matching, a OUO indicates Univer§iat.Matahiiegs) and an OLO
indicates that UID lists are supported for matching.

CrossEnterprise Queries

If the & IND request includes an Issuer of Patient ID attriittea &@whnectisnconfigured to recognize that Issuer as a
CrossEnterprise Issuéfifrea Connectiaill expand the query across all Issuers that the patient is known by (i.e. a cros
enterprise query) and will return the results of that expanded query.

Vitrea ConnectioQuery/Retrieve ServeifIND Response Status

Service Status Furthe Meaning  Error Code Reason

Success Success 0000 Matching is complete. No final identifier is supplied.

Error Processing Failur 0110 This status is returned due to internal errors such as
processing failure response on a querYitiihe
Connectiotiatabase.

The appropriate Status will be sent i IRBREsponse.
Error indication message is output to the Service Lo

Cancel Matching FEOO The GFIND SCU sent a Cancel Request. This has b
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terminated due to acknowledged and gkarch for matches has been ha

Cancel Request Cancel indication message is output to the Service |
Pending Matches are FFOO Indicates that the search for further matches is conti

continuing and This is returned when each sufotesstch is returned s

curent match is when further matches are forthcoming.

supplied Pending indication message is output to the Service

Specific Conformance for Retrieve SOP Classes
TheQuenfRetrieve Server AE supports hierarchical and relational retrieves.
Exporte@OP Instances are always updated with the latest values kept in the database prior to export.

Vitrea ConnectioQuery/Retrieve ServetMDVE Response Status

Service Status Further Meaning Error Code Reason

Success Success 0000 Matching is complete. N fidentifier is supplied.

Error Processing Failur 0110 This status is returned due to internal errors such as
processing failure response on a querYitfihe
Connectiotiatabase.
The appropriate Status will be sent MDY E
Response.

Erro indication message is output to the Service Log

Error Unable to perform A702 C-STORE subperations cannot be performed due to
suboperations of an Association Request 6BAQRE Request.

Error indication message is output to the Service Lo

Error Move Destination A801 The Destination Application Entity named-ihQMEC
unknown Request is unknown to Query/Retrieve SCP AE.

Error indication message is output to the Service Lo

Error Identifier does no: A900 The GMOVE iehtifier contains invalid Elements or va
match SOP Class or is missing mandatory Elements or values for the :
SOP Class or retrieval level.

Error indication message is output to the Service Lo

Error Unable to process Cxxx The Move Destination AET iswgissihe ®MOVE
Request.

Error indication message is output to the Service Lo
Pending Suboperations ar¢ FF00 A Response with this Status Code is sent every time

continuing Composite SOP Instance has been successfully ser
C-MOVE DestinatiaB.

Vitrea ConnectioQuery/Retrieve Server Service Communication Failure Behavior

Exception Behavior

Timeout expiry for an expected DICOM Message Re The Association is aborted by issuing a DKBONR'A
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(DIMSE level timeout). l.e. the Query/Retrieve Serve Error message is output to the Service Log.
is waiting for the neX&I8D or ®#/OVE Request on an
open Association but the timer expires.

Timeout expiry for an expected DICOM PDU or TCP The Association is aborted by issuing a DKBONR'A
packet (Lolevel timeout). |.e. The QuerngRRetServer A Error message is output to the Service Log.
is waiting for the next message PDU but the timer ex

Association aborted by the SCU or the network layer Error message is output to the Service Log.
communication Igss. lowevel TCP/IP socket closure)

2.2.3 Vitrea Connection MWL Server AE Specification

2.2.3.1 SOP Classes
Vitrea ConnectidWL Server Application Entity provides Standard Conformance to the following SOP Classes:

SOP @Gsses foVitrea ConnectioMWLServer AE

SOP Class Name SOP Class UID SCU SCP
Verification SOP Class 1.2.840.10008.1.1 No Yes
Modality Worklisformation Mod&IND 1.2.840.10008.5.1.4.31 No Yes
2.2.3.2 Association Establishment Policy

22321 General

TheVitreaConnectioklWLServer AE can both accept and propose Association Reiligsts CdrmectibiWLServer
AE will accept Association Requests for the VerifiddtidaliydVorklist Queeyvices.

The DICOM standard application context nam@No8.DI8 always accepted and proposed:
DICOM application context naméa/itnea ConnectioQuery/Retrieve Server AE

Application Context Name 1.2.840.10008.3.1.1.1

2.2.3.2.2 Number of Associations

Vitrea ConnectimtWLServer can support multiple simultaneocs#ass requested by peer AEs. Default is 10. This value
can be configured through the attribute "MaxClients" in the Application Server configuration.

Number of Associations accepted\iirea Connectiok\WLServer AE

Maximum number of simultaneousi®&sts 10 (Configurable)

2.2.3.2.3 Asynchronous Nature

Vitrea ConnectiddWLServer does not support asynchronous communication. Multiple outstanding transactions ar
supported. It allows up to one invoked and one performed operation on ansAssutiativous) i

Asynchronous Nature as SCP\fidrea ConnectioM\WLServer AE

Maximum number of outstanding asynchronous transactions 1 (Not Configurable)
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22324 Implementation Identifying Information
The implementation information for this Applicatign Entity

DICOM Implementation Class and Versidfitfea ConnectioMWLServer AE

Implementation Class UID 2.16.124.113638.2
Implementation Version Name rialtedcm4che2
2.2.3.3 Association Acceptance Policy

2.2.3.3.1 Activity - Handling Query and Retrieval Requests

Descrip tion and Sequencing of Activities

TheMWLServer AE accepts Associations only if they have valid Presentation Contexts. If none of the requested Pres
Contexts are accepted, the Association Request itself is rejected. It can be confippeddeomiyi@es from certain
Application Entities.

IfMWLServer AE receives a queBIND) request, the response(s) will be sent over the same Association used to send th
FINDRequest.

TheMWLServer AE may reject Association attempts as shevabla below. The Result, Source and Reason / Diag
columns represent the values returned in the corresponding fields of aiRAFEOQAKEERPS 3.8).

Association Rejection Reasons

Result Source Reason / Diag Description
2-rejected provder 2 - locallimit The (configurable) maximum number of simultane
transient exceeded associations has been reached. An association re:

with the same parameters may succeed at a later

1-rejected user 2-application The Association request contained an unsupporte:
permanent context name not Application Context Name. An association requesi

suppaed same parameters will NOT succeed at a later time
1-rejected user 3bcalling AE title The Association request @wedaan unrecognized Ca
permanent not recognized AE Title. An association request with the same pal

will NOT succeed at a later time unless configurati
changes are made.

Accepted Presentation Contexts
Vitrea ConnectiQuery/Retrieve Server AE will accept Pies&uatexts as shown in the following table:

Accepted Presentation Contexts\Mfarea ConnectioQuery/Retrieve Server AE

Abstract Syntax Transfer Syntax Ext. Neg.
Role
Name uiD Name List UID List
Verification SOP Class 1.2.840.10008.1.1 Implicit VRittle 1.2.840.10008.1.: SCP None
Endian

Explicit VR Litt 1.2.840.10008.1.:
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Endian

Modality Worklist Informati 1.2.840.10008.5.34 Implicit VR Litt 1.2.840.10008.1.: SCP None
ModebFIND Endian

Explicit VR Litt 1.2.840.10008.1.:

Endian

If the Called AET is not corresponding to thiel\adiBatver AET, only the Presentation Context for the Verification SOP
Class will be accepted.

SOP Specific Conformance

Specific Conformance for Verification SOP Class

Vitrea ConnectibiWLServer prides standard conformance to the DICOM Verification Service Class as an SCP. The st
code for theBCHO is described in the following table:

Vitrea ConnectioQuery/Retrieve Serveilscho Response Status

Service Status Further Meaning Error Code Reason

Success Success 0000 The GECHO request is accepted

Specific Conformance for Query SOP Classes
TheMWLServer AE supparsdality workligieries.
Query responses always return values fktWiltBerver database

Modality WorklisE-FIND SCP Supped Elements

SOP CommorAttribute Name Tag VR Types of Matching
Specific Character Set 0008,0005 CS NONE

Scheduled Procedure Stefttribute Name Tag VR Types of Matching
Scheduled Procedure Step Sequence 0040,0100 SQ U

>Scheduled Station AE Title 0040,0001 AE S,U

>Scheduled Procedure Step Start Date 0040,0002 DA S,R,U
>Scheduled Procedure Step Start Time 0040,0003 ™ S,R,U

>Modality 0008,0060 CSs S,U

>Scheduled Performing PhysicianOs Name 0040,0007 PN S,wW,U
>Scheduled Station Name 0040,0010 SH SU

>Scheduled Procedure Step Location 0040,0011 SH SuU

>Scheduled Protocol Code Sequence 0040,0008 SQ U

>>Code Value 0008,0100 SH u

>>Coding Scheme Designator 0008,0102 SH u
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>>Code Meaning

>PreMedication

>Scheduled Pesture Step ID
>Requested Contrast Agent
>Scheduled Procedure Step Status
Requested Procedurdttribute Name
Requested Procedure 1D

Reason for the Requestededtoe

Reason for the Requested Procedure Code Sequence

>Code Value

>Coding Scheme Designator

>Code Meaning

Requested Procedure Description
Requested Proceducel€Sequence
>Code Value

>Coding Scheme Designator

>Code Meaning

Study Instance UID

Requested Procedure Priority
Patient Transport Arrangements
Imaging Service Requesgtttribute Name
Accession Number

Requesting Physician

Referring PhysicianOs Name

Placer Order Number

Filler Order Number

Reason for Imaging Service Request
Order Entered By

Order EntererOs Location

Order Callback Phone Number

0008,0104
0040,0012
0040,0009
0032,1070
0040,0020
Tag

0040,1001
0040,1002
0040,100A
0008,0100
0008,0102
0008,0104
0032,1060
0032,1064
0008,0100
0008,0102
0008,0104
0020,000D
0040,1003
0040,1004
Tag

0008,0050
0032,1032
0008,0090
0040,2016
0040,2017
0040,2001
0040,2008
0040,2009

0040,2010

LO
LO
SH
LO
3
VR
SH
LO
SQ
SH
SH
LO
LO
SQ
SH
SH

LO

SH
LO
VR
SH
PN
PN
LO
LO
LO
PN
SH

SH

U
U
U
U
S,uU
Types of Matching

Su

C

O Cc Cc cCc cCc c c c c c

[=

cC C

Types of Matching

Su

cC C Cc c c c c
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Visitldentification Attribute Name
Admission ID

Issuer of Admission ID

Visit Status Attribute Name

Current Patient Location

Patient IdentificatiorAttribute Name
PatientOs Name

Patient ID

Issuer of Patient ID

Ethnic Group

Patient Demographiedttribute Name
PatientOs Birth Date

PatientOs Sex

Confidentiality Constraint on PRa&énDescription
Region of Residence

Military Rank

Patient MedicalAttribute Name
Patient State

Pregnancy Status

Medical Alerts

Alergies

Types of Matching:

Tag VR Types of Matching
0038,0010 LO u

0038,0011 LO u

Tag VR Types of Matching
0030,0300 LO u

Tag VR Types of Matching
0010,0010 PN S,W,U

0010,0020 LO S,U

0010,0021 LO S,U

0010,2016 SH u

Tag VR Types of Matching
0010,0030 DA S.RU

0010,0040 CSs u

0040,3001 LO u

0010,2152 LO u

0010,1080 LO u

Tag VR Types of Matching
0038,0500 LO u

0010,21CO0 us u
0010,2000 LO U
U

0010,2110 LO

The types of Matching supported byFthNOCCP. An "S" indicates the identifier attribute uses Single Value Matching, an
indicates Range Matching, a OWO indicates wildcard matching, a OUQI iNtiteiteg Yiniversarn keys), and an OLO

indicates that UID lists are supported for matching.

Vitrea ConnectioMWLServer @IND Response Status

Service Status Further Meaning Error Code

Success Success 0000

Error Processing Failur 0110

Reason
Matching is complete. No finaifieleist supplied.

This status is returned due to internal errors such as
processing failure response on a querYitkihe
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Cancel Matching FEOO
terminated due to
Cancel Request

Pending Matches are FFOO

continuing and
curent match is
supplied

Connectiotiatabase.
The appropriate Status will be sent HrtR&REsponse.
Error indican message is output to the Service Log.

The GFIND SCU sent a Cancel Request. This has b
acknowledged and the search for matches has beet

Cancel indication message is output to tbe [Seyvi

Indicates that the search for further matches is conti
This is returned when each successful match is retu
when further matches are forthcoming.

Pending indicationssege is output to the Service Log

Vitrea ConnectioMWLServer Service Communication Failure Behavior

Exception

Timeout expiry for an expected DICOM Message Re
(DIMSE level timeout). |.e. the Query/Retrieve Serve
is waiting félme next €IND or OVE Request on an
open Association but the timer expires.

Timeout expiry for an expected DICOM PDU or TCP
packet (Lolevel timedu I.e. The Query/Retrieve Serve
is waiting for the next message PDU but the timer ex

Association aborted by the SCU or the network lager
communication loss (i.eléoel TCP/IP socket closure)

2.2.4

2.2.4.1 SOP Classes

Behavior

The Association is aborted by issuing a DRKBONRA
Error message is output to the Service Log.

The Association is aborted by issuing a DRKBONRA
Error message is output to the Service Log.

Error message is output to the Service Log.

Vitrea Connection Connect Server AE Specification

Vitrea ConnectiGonnecBerver Application Entity provides Standard Conformémitenmth8OP Classes:

SOP Classes fofitrea ConnectioBonnecServer AE

SOP Class Name SOP Class UID SCU SCP
Verification SOP Class 1.2.840.10008.1.1 Yes Yes
Patient Root Q/R Information MeidD 1.2.840.10008.5.1.4.1.2.1.1 Yes Yes
Patient RoQ/R Information ModdDVE 1.2.840.10008.5.1.4.1.2.1.2 Yes Yes
Study Root Q/R Information MBt¢D 1.2.840.10008.5.1.4.1.2.2.1 Yes Yes
Study Root Q/R Information MV E 1.2.840.10008.5.1.4.1.2.2.2 Yes Yes
2.2.4.2 Association Establishment Policy

22421 General
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The Vitrea Connecti@pnneciServer AE can both accept and propose Association Reqléta Tuomnection
Query/Retrieve Server AE will accept Association Requests for the Verification and Query/Retrieve Services. It wil
AssociationsrfVerification aQdiery/Retrieervices.

The DICOM standard application context name for DICOM 3.0 is always accepted and proposed:
DICOM application context naméa/itnea ConnectioQuery/Retrieve Server AE

Application Context Name 1.2.840.10008.311

2.2.4.2.2 Number of Associations

Vitrea Connecti@onnecServer can support multiple simultaneous Associations requested by peer AEs. Default is 10.
value can be configured through the attribute "MaxClients" in the Application Server configuration.

Nunber of Associations accepted Y6trea ConnectioQuery/Retrieve Server AE

Maximum number of simultaneous Associations 10 (Configurable)

22423 Asynchronous Nature

Vitrea Connecti@onnecBerver does not support asynchronous communication. Multipig watstaciibns are not
supported. It allows up to one invoked and one performed operation on an Association (it is synchronous).

Asynchronous Nature as SCP\iarea ConnectioQuery/Retrieve Server AE

Maximum number of outstanding asynchronoumtransac 1 (Not Configurable)

22424 Implementation Identifying Information
The implementation information for this Application Entity is:

DICOM Implementation Class and Versidfitfea ConnectioBonnectServer AE

Implementation Class UID 2.16.124.113638.2
Implementation Version Name rialtedcm4che2
2.2.4.3 Association Initiation Policy

22431 Activity B Query/Retrieve Requested by an External Peer AE

Description and Sequencing of Activities

TheVitrea ConnectiGonnechAE will initiate a new Association whenGRIMIDdoiIC-MOVE Request has been performed
by an external Peer. TomnecAE will send the Association Regjuesir more-RIND o£-MOVE destination, and upon
successful negotiation of the required Presentationrigorde@IND or MOVE requestlivbe forwarded on the new
AssociatioMhe Association will be released wheC#lINz: or OVE responskave beereceived

Vitrea ConnectiGonnechE will propose Presentation Contexts as shown in the following table:
Proposed Presentation l@exts by th&/itrea ConnectioQuery/Retrieve Server AE
SOP Class Name SOP Class UID SCU SCP

Verification SOP Class 1.2.840.10008.1.1 Yes Yes
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Patient Root Q/R Information MeidD 1.2.840.10008.5.1.4.1.2.1.1 Yes Yes

Patient Root Q/R InformatioeIMd®VE 1.2.840.10008.5.1.4.1.2.1.2 Yes Yes
Study Root Q/R Information MBH¢D 1.2.840.10008.5.1.4.1.2.2.1 Yes Yes
Study Root Q/R Information MV E 1.2.840.10008.5.1.4.1.2.2.2 Yes Yes

Vitrea ConnectioBonnecServer AE Communication RalBehavior

Exception Behavior

Timeout expiry for an expected DICOM Message Re The Association is aborted by issuing a DKBONR'A

(DIMSE level timeout). The appropriate Status will be senCirtN® o€C-MOVE
Response.

Error indication mags is output to the Service Logs.

Timeout expiry for an expected DICOM PDU or TCP The Association is aborted by issuing a DKBONR'A
packet (Lolevel timeout). The appropriate Status will be senCirtN® o€C-MOVE
Response.
Error indicati message is output to the Service Logs.

Association-ABORTed by the SCU or the network lay The Association is aborted by issuing a DKBONR'A
indicate communication loss (i-k2VelW CP/IP socket  The appropriate Status will bénstve @&IND or MOVE

closure). Response.
Error indication message is output to the Service Logs

2.2.4.4 Association Acceptance Policy
2.2.4.4.1 Activity - Handling Query and Retrieval Requests

Description and Sequencing of Activities

TheConnecBerver AE accepts Associatiolysf they have valid Presentation Contexts. If none of the requested Presentati
Contexts are accepted, the Association Request itself is rejected. It can be configured to only accept Asrociations fri
Application Entities.

If ConnecServer B receives a queryHIBID) request, the response(s) will be sent over the same Association used to se
the GFINDRequest.

ConnecServer AE receives a retrievsll(ZE) request, the responses will be sent over the same Association used to se
the GMOVERequest.

TheConnecBerver AE widirward the query or retrieval requaséwdyacreated Association and reporCikItB o€-
MOVEResponse any success or failure statusfofwaotied request

TheConnecServer AE may reject Associiempts as shown in the table below. The Result, Source and Reason / Dig
columns represent the values returned in the corresponding fields of aiRAFEOQQKEEEPS 3.8).

Association Rejection Reasons

Result Source Reason / Diag Description
2-rgected provider 2 - locallimit The (configurable) maximum number of simultane
transient exceeded associations has been reached. An association re:

with the same parameters may succeed at a later

1-rejected user 2-application The Association request contained an unsupporte:
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permanent context name not Application Context Name. An association requesi

supported same parameters will NOT succeed at a later time
1-rejected user 3bcalling AE title The Assmation request contained an unrecognized
permanent not recognized AE Title. An association request with the same pal

will NOT succeed at a later time unless configurati
changes are made.

Accepted Presentation Contexts
Vitrea ConnectiGonnechE will accepta®entation Contexts as shown in the following table:

Accepted Presentation Contexts\Mfarea ConnectioQuery/Retrieve Server AE

Abstract Syntax Transfer Syntax Ext. Neg.
Role
Name uiD Name List UID List
Verification SOP Class 1.2.840.10008.1.1 Impicit VR Litth 1.2.840.10008.1.: SCP None
Endian
Explicit VR Litt 1.2.840.10008.1.:
Endian

Patient Root Q/R Informati 1.2.840.10008.5.1.4.1.2.. Implicit VR Litt 1.2.840.10008.1.. SCP Relationa
ModebFIND Endian

Explicit VR Litt 1.2.840.10008.1L:
Endian

Patient Root Q/R Informati 1.2.840.10008.5.1.4.1.2.. Implicit VR Litt 1.2.840.10008.1.. SCP Relationa
ModebDMOVE Endian

Explicit VR Litt 1.2.840.10008.1.:
Endian

Study Root Q/R Informatio 1.2.840.10008.5.1.2.2.1 Implicit VR Litt 1.2.840.10008.1.: SCP Relationa
ModebFIND Endian

Explicit VR Litt 1.2.840.10008.1.:
Endian

Study Root Q/R Informatio 1.2.840.10008.5.1.4.1.2.; Implicit VR Litt 1.2.840.10008.1.. SCP Relationa
ModebDMOVE Endian

Explicit VR Litt 1.2840.10008.1.2

Endian

If the Called AET is not corresponding to theamiaeberver AET, only the Presentation Context for the Verification SOP
Class will be accepted.

SOP Specific Conformance

Specific Conformance for Verification SOP Cla  ss

Vitrea Connecti@onnecServer provides standard conformance to the DICOM Verification Service Class as an SCP.
status code for th&CHO is described in the following table:

Vitrea ConnectioQuery/Retrieve Serveilscho Response Status
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ServiceStatus Further Meaning Error Code Reason

Success Success 0000 The GECHO request is accepted

Specific Conformance for Query SOP Classes
The Connect Server forwards mpeprgsts withaubdification

Specific Conformance for Retrieve SOP Classes
The Comect Server forwards retrieve requests without modification.

2.2.5 Vitrea Connection WADO Server AE Specification

Vitrea Connectimtludes a WADO Server Application Entity that can be used to provide access to DICOM objects via
based interface. THefeing table describes the configurable attributes of the WADO Server AE

WADO Configuration Parameters

Parameter Configurable = Default Value
(Yes/No)
Listening URL Yes http://localhost:8080/WADO

The followinghie describes the supported MIME types of the WADO Server AE.
WADO MIME TYPES

MIME Type Description

application/dicom The body content will be a OPart 10 FileO that includesather it returned DICO
object will be encoded using one thertsgnsdaes specified in the transfer syntax qu
parameter as defined below. By default, the transfer syntax shall be OExplicit VI

imagépeg The body content will be a JPEG image. The size and quality of the image will d
query parameters as defined below.

The following table describes the query parameters that can be passed to the WADO Server AE.

WADO Query Parameters

Query Parameters Required (Yes/N¢ Description
requestType Yes The value must be OWADOO.
studyUID Yes The Study Instance UID identifying the DICOM object. The vi

be present and encoded as a UID, except that it shall not be
even length with a NULL character.

seriesUID Yes The Series Instance UID identifying the DICOM object. Thie
be present and encoded as a UID, except that it shall not be
even length with a NULL character.

objectUID No The SOP Instance UID identifying the DICONF pbgsemnthe
value must be encoded as a UID, except that it shall nottbe p
even length with a NULL chardfteat present, the service will ri
a representative object (i.e. middle) from the series and study
specified.

contentType No Can be one of application/dicom or image/jpeg.
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transferSyntax No The Trarfer Syntax to be used within the DICOM object. This
parameter is optional and shall not be present if the contentT
than application/dicom.

rows No The maximum number of rows returned. Only valid for conte
image/jpeg.

columns No The mgimum number of columns returned. Only valid for cor
image/jpeg.

2.25.1 Association Initiation Policy

2.251.1 Activity - Retrieve Images Requested by an External Peer AE

Description and Sequencing of Activities

TheVitrea ConnectidPADO AE will initiate a Association when a valid WADO Request has been performed by an extern
Peer but one or more of the requested objects is not found in local storage. The WADO AE will send an Association |
the AE that originally stored the objects, and upsfuknegesiation of the required Presentation Context a retrieve reques
is started. The Association will be released when all the images have been sent.

Proposed Presentation Contexts

A list of Transfer Syntaxes can be configured for each AETt Trensfiefiadyntaxes are the Transfer Syntax of the
originally received instance plus the [Default TS List].

The following Transfer Syntaxes are represented by the term [Default TS List]:
[Default TS List] Transfer Syntax LisVitnea ConnectioRetrieveServer AE

Name List UID List
Implicit VR Little Endian 1.2.840.10008.1.2
Explicit VR Little Endian 1.2.840.10008.1.2.1

Vitrea ConnectiQuery/Retrieve AE will propose Presentation Contexts as shown in the following table:

Proposed Presentation Corttely theVitrea ConnectioRetrieve Server AE

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCU None

Patient Root Q/R Information RbURVE 1.2.840.10008.5.1.4.1.2.1.2 [Defali TS Listf SCU Relational

Study Root Q/R Information MEVE  1.2.840.10008.5.1.4.1.2.2.2 [Default TS Listf SCU Relational

SOP Specific Conformance

Specific Conformance for Verification SOP Class

Standard conformance is provided to the DIC@lbWe#iwvice Class as an SCU. The Verification Service as an SCU is
actually only supported as a diagnostic service tool for network communication issues.
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2.2.6 Vitrea Connection XDS Publish Server AE Specification

2.26.1 SOP Classes
Vitrea Connecti®®S Publish SenApplication Entity provides Standard Conformance to the following SOP Classes:

SOP Classes fofitrea ConnectiodDS Publish Server AE

SOP Class Name SOP Class UID SCU SCP
Verification SOP Class 1.2.840.10008.1.1 Yes Yes
[Default SOP Class List] No Yes
2.2.6.2 Association Establishment Policy

2.2.6.21 General

TheVitrea ConnectiB®S Publish Server AE can accept Association Req\éisésa CThanecti®®DS Publish Server AE
will accept Association Requests for the VeafidStarage Services.

The DICOM stdard application context name for DICOM 3.0 is always accepted and proposed:
DICOM application context nama/itnea ConnectiodDS Publish Server AE

Application Context Name 1.2.840.10008.3.1.1.1

2.2.6.2.2 Number of Associations

Vitrea Connecti®iDS Publish 8er can support multiple simultaneous Associations requested by peer AEs. Default is
This value can be configured through the configuration GUI.

Table 4. Number of Associations acceptéditbga ConnectiodDS Publish Server AE

Maximum number of #immeous Associations 10 (Configurable)

2.2.6.2.3 Asynchronous Nature

Vitrea Connecti®®S Publish Server does not support asynchronous communication. Multiple outstanding transactions
supported. It allows up to one invoked and one performed @pefasaTiation (it is synchronous).

Asynchronous Nature as SCP\fiirea ConnectiodDS Publish Server AE

Maximum number of outstanding asynchronous transactions 1 (Not Configurable)

2.26.24 Implementation Identifying Information
The implementation informfatidhis Application Entity is:

DICOM Implementation Class and Versidfitfea ConnectiodDS Publish Server AE

Implementation Class UID 2.16.124.113638

Implementation Version Name rialtedcm4che2
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2.2.6.3 Association Acceptance Policy
2.2.6.3.1 Activity - Receive Im ages

Description and Sequencing of Activities
A remote peer DICOM Application Entity, acting as a Storage SCU, establishes an \észci@iomedtidib S
Publish Server that accepts these Associations for the purpose of receiving slggsdristhBEB @2quests.

In the default configuration any Calling and Called AET will be accepted. If the Called AET does not coxxX&pond to the |
Publish Server AET, only a Presentation Context for the Verification SOP Class will he 8&@gptad anty tverify the
DICOM Association, but cannot invoke any other related DICOM service.

The XDS Publish Server AE may reject Association attempts as shown in the table below. The Result, Source and Re
columns represent the valuesedturthe corresponding fields of an ASS®CIRDH (see PS 3.8).

Association Rejection Reasons

Result Source Reason / Diag Description
2-rejected provider 2 - locallimit The (configurable) maximum number of simultane
transient exceeded associatns has been reached. An association reqt

with the same parameters may succeed at a later

1-rejected user 2-application The Association request contained an unsupporte:
permanent context name not Application Context Name. An assoceguest with tr

supported same parameters will NOT succeed at a later time
1-rejected user 3bcalling AE title The Association request contained an unrecogniz¢
permanent not recognized AE Title. An association request with the same pal

wil NOT succeed at a later time unless configuratis
changes are made.

Accepted Presentation Contexts

Vitrea Connecti®®S Publish Server AE will accept Presentation Contexts as shown in the following table:

Accepted Presentation Contexts\fiirea ConectionXDS Publish Server AE

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCP None
[Default SOP Class List] SCP None

The preferred (default) Transfer Syntax is ExplieitBr/iait.

If the Called AET is not corresponding to the actual XDS Publish Server AET, only the Presentation Coottext for the \
SOP Class will be accepted.

SOP Specific Conformance

Specific Conformance for the Verification SOP Class

Vitrea CarectiorKDS Publish Server provides standard conformance to the DICOM Verification Service Class as an S(
status code for th&CHO is described in the following table:
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Vitrea ConnectiodDS Publish ServerEeho Response Status

Service Status Furtter Meaning  Error Code Reason

Success Success 0000 The GECHO request is accepted

Specific Conformance for the Storage SOP Classes

The associated activity witiKfi® Publish Server is the creation of Key Object Selection (KOS) documentdiand the public
of those documents to an XDS Document Repdsitotite document has been published, the XDS PublishyServer
purge the stored images

TheVitrea ConnectiS Publish Server AE does not have any dependencies on the number of Asspsitidns used
images to it. Images belonging to more than one Study or Series can be sent over a single or multiple Association
belonging to a single Study or Series can also be sent over different Associations. There is no limit of &@ker the numt
Instances or the maximum amount of total SOP Instance data that can be transferred over a single Association.

XDS Publish Server AE C -STORE Response
Vitrea ConnectiodDS Publish ServerSTORE Response Status

Service Status Further Meaning Error Coé Reason

Success Success 0000 The Composite SOP Instance was successfully rece
verified, and stored in the system repository.

Error Processing Failur 0110 This status is returned due to internal errors such as
processing failure response frodittha Connection
database or a file system operation.

The appropriate Status will be sent STT@RE
Response.

Error indication message is output to the Service Lo

Error Duplicate SOP D000 This status is returned if the instamadyadixists in the
Instance UID database and th@rea Connecti¥®S Publish Server /

is configured to refuse duplicate instances.

The appropriate Status will be sent S TT@RE
Response.

Error indication message is output to the Service Lo

Warning Data Sadoes not B007 This status is returned if 8§ GRE Request specifies
match SOP class Attributes that are not specific as part of the Storage
class.

Image transmission is considered successful. The
appropriate SUCCESS Status will be sentSTTHREC
Response.

Warning indication message is output to the Service

Vitrea Connectiod¥DS Publish Server Service Communication Failure Behavior

Exception Behavior

Timeout expiry for an expected DICOM Message Re The Association is aborted by issuing a DKBONR'A
(DIMSE level timeout). |.e. D&PUblish Server SCP £
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waiting for the nexSTORE Request on an open
Association but the timer expires.

Timeout expiry for an expected DICOM PDU or TCP
packet (Lolevel timeout)el The XDS Publish Server £
AE is waiting for the neSTORE Data Set PDU but the
timer expires.

Association aborted by the SCU or thekriaywis indica
communication loss (i.eléoel TCP/IP socket closure)

2.2.7

2.2.7.1 SOP Classes

Vitrea ConnectiBroxy Server Application Entity provides Standard Conformance to the following SOP Classes:

SOP Classes for Vitrea Connection ProxyeBAE

SOP Class Name

Verification SOP Class

Patient Root Q/R Information MeidD
Patient Root Q/R Information Md@aVE
Study Root Q/R Information MédRID
Study Root Q/R Information MV E
Modality Worklist Information MeliND

[Default SOP Class List]

2.2.7.2
22721

Association Establishment Policy

General

Error message is output to the Service Log.

If some Composite SOP Instances havelserady
successfully received, they are maintained in the data
They are not automatically discarded because of a lat

Error message is output to the Service Log.

The Association is aborted by issuing a DABONRA
Error message is output to the Service Log.

If a GSTORE Data Set has not been fully receigtaty the
already received is discarded. If some Composite SO
Instances have already been successfully received o\
Association, they are maintained in the database.

Error message is output to the Service Log.

Error message is output to the Service Log.

If some Composite SOP Instances have already beer
successfully received, they are maintained in the data
They are not automadiiadiscarded because of a later fa

Vitrea Connection Proxy Server AE Specification

SOP Class UID SCU SCP
1.2.840.10008.1.1 Yes Yes
1.2.840.10008.5.1.4.1.2.1.1 Yes Yes
1.2.840.10008.5.1.4.1.2.1.2 Yes Yes
1.2.840.10008.5.1.4.1.2.2.1 Yes Yes
1.2.840.10008.5.1.4.1.2.2.2 Yes Yes
1.2.840.10008.5.1.4.31 Yes Yes

Yes Yes

TheVitrea Connecti®noxy Server AE can both accept and propose Association ReYilesisCoheecti@torage

Server AE will accept and propose Association Requests for the Verification, Betriye, &wkMbdality Worklist

Query Services.

The DICOM standard application context name for DICOM 3.0 is always accepted and proposed:

DICOM application context nameVitnea ConnectioRroxy Server AE
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Application Context Name 1.2.840.10008.3.1.1.1

2.2.7.2.2 Number of Associations

Vitrea ConnectiBroxy Server can support multiple simultaneous Associations requested by peer AEs. Default is 10. Th
can be configured through the configuration GUI.

Number of Associations acceptedfityea ConnectioRroxy Server AE

Maximum number of simultaneous Associations 10 (Configurable)

2.2.7.2.3 Asynchronous Nature

Vitrea Connectiétroxy Server does not support asynchronous communication. Multiple outstanding transactions a
supported. It allows up to one invokedeapdrformed operation on an Association (it is synchronous).

Asynchronous Nature as SCP\farea ConnectioRroxy Server AE

Maximum number of outstanding asynchronous transactions 1 (Not Configurable)

22724 Implementation Identifying Information
The imphaentation information for this Application Entity is:

DICOM Implementation Class and Versidfitfea ConnectioRroxy Server AE

Implementation Class UID 2.16.124.113638.2
Implementation Version Name rialtedcm4che2
2.2.7.3 Association Acceptance Policy

2.2.7.3.1 Activ ity - Receive Images

Description and Sequencing of Activities
A remote peer DICOM Application Entity, acting as an SCU, establishes an association with the Proxy Server AE th
these Associations for the purpose of receiving supported S@Rd@sssdossts.

In the default configuration any Calling and Called AET will be accepted. If the Called AET does not correspond to
Proxy Server AET, only a Presentation Context for the Verification SOP Class will be accepted andetify $@U can onl
DICOM association but cannot invoke any other related DICOM service.

The Proxy Server AE may reject Association attempts as shown in the table below. The Result, Source and Reas
columns represent the values returned in the corgefigldedif an ASSOCHRTEPDU (see PS 3.8).

Association Rejection Reasons

Result Source Reason / Diag Description
2-rejected provider 2 - locallimit The (configurable) maximum number of simultane
transient exceeded associations has been readkedssociation request

with the same parameters may succeed at a later

1-rejected user 2-application The Association request contained an unsupporte:
context name not Application Context Name. An association requesi
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permanent supported same parameters will NOT succeed at a later time

1-rejected user 3bcalling AE title The Association request contained an unrecogniz¢

permanent not recognized AE Title. An association request with the same pal
will NOT succeed attarltime unless configuration
changes are made.

Accepted Presentation Contexts
Vitrea ConnectiBroxy Server AE will accept Presentation Contexts as shown in the following table:

Accepted Resentation Contexts for Vitrea Conned®ianxy Server AE

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCP None

Patient Root Q/R Information MeiddDd  1.2.840.10008.5.1.4.1.2.1.1 [Default TS List] SCP None
Study Root Q/R Information MBt¢D 1.2.840.10008.5.1.4.1.2.2.1 [Default TS List] SCP None
Patient Root Q/R Information Md@®VE 1.2.840.10008.5.1.4.1.2.1.2 [Default TS List] SCP None
Study Root Q/R Information ME2VE  1.2.840.10008.5.1.4.1.2.2.2 [Default TS List] SCP None
Modalit Worklist Information MBEEND  1.2.840.10008.5.1.4.31 [Default TS List] SCP None

[Default SOP Class List] SCP None

The preferred (default) Transfer Syntax is Explicit VR Little Endian.

SOP Specific Conformance

Vitrea ConnectiBroxy Server AElfatward the request to a single remote DICOM AE and return the response received f
the remote DICOM AE. Therefore, all SOP specific conformances are inherited from the remote DICOM AE.

2.2.7.4 Association Initiation Policy

22.7.4.1 Activity B Synchronize Objects with an External Peer AE

Description and Sequencing of Activities

TheVitrea ConnectiBnoxy Server AE will initiate a new Association when it receives an Association request from a r
DICOM AE.

Proposed Presentation Contexts

A list of Transfer Syntaxas loe configured for each Adiflea Connecti®moxy Server AE will propose Presentation
Contexts as shown in the following table:

Abstract Syntax
Transfer Syntax Role  Ext. Neg.
Name uiD
Verification SOP Class 1.2.840.10008.1.1 [Default TS List] SCU None
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Patient Root Q/R Information MeiddDd  1.2.840.10008.5.1.4.1.2.1.1 [Default TS List] SCU None
Patient Root Q/R Information Md@®VE 1.2.840.10008.5.1.4.1.2.1.2 [Default TS List] SCU None
Study Root Q/R Information MBt¢D 1.2.840.1m8.5.1.4.1.2.2.1 [Default TS List] SCU None
Study Root Q/R Information MBt¢D 1.2.840.10008.5.1.4.1.2.2.2 [Default TS List] SCU None
Modality Worklist Information @BtdD  1.2.840.10008.5.1.4.31 [Default TS List] SCU None

[Default SOP Classt] SCuU None

SOP Specific Conformance

Vitrea ConnectiBroxy Server AE will forward the request to a single remote DICOM AE and return the response receiv
the remote DICOM AE. Therefore, all SOP specific conformances are inheriteel BEDOMeAEmMot

2.3 Network Interfaces

2.3.1 Supported Communication Stacks
DICOM Upper Layer over TCP/IP is supported.

2311 TCP/IP Stack

Vitrea Connectimmerits its TCP/IP stack from the installed Java Runtime Environment.

2.3.2 Physical Network Interface

Vitrea Connectigindifferent to the physical medium over which TCP/IP executes; it inherits this from the Java RL
Environment.

2.4 Configuration

2.4.1 AE Title/Presentation Address Mapping

24.1.1 Local AE Titles
The local AE Titles and TCP ports are configurable thitneghGbreectiortonfiguration interface.

AE Title Configuration Table

Application Entity Default AE Title Default TCP/IP Port
Vitrea ConnectiStorage Server RIALTO 11113

Vitrea ConnectiQueryRetrieve RIALTO 11112

Server

Vitrea Connecti¥®S Publish Serve RIALTO 11111

Vitrea ConnectidMDCserver RIALTO 8080

Vitrea Connection Connect Server RIALTO 11114

Vitrea Connection MWL Server RIALTO 11115

Vitrea Connection Proxy Server RIALTO 11116
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24.1.2 Remote AE Titles
Remote AE Titles, TCP/IP Addresses amdmpbrsonfigured througNitnea Connectioonfiguration interface.
In the default configuration, Association Requests with any Calling AET will be accepted.

2.4.2 Configuration Parameters

The following table show¥ittea Connecticonfiguration parsters relevant to DICOM communication. Reféitreathe
Connectio8ervice Manual for details on general configuration capabilities.

Configuration Parameter Table

Parameter Configurable Default Value
(Yes/No)

General

Maximum number of simultaneoasi#tgns Yes 10

Timeout waiting for¥SSOCIATE RQ on open TCP/IP connection (ARTINM Yes 5s

Timeout waiting on an open association for the next message (DIMSE til Yes 1h

Timeout waiting for acceptance or rejection Response tatinnPAGgeETi No no timeout

Request. (Application Level timeout)

Timeout waiting on an open association for the next message after send Yes 500ms

A-RELEASE RSP cABORT RE(osingimeout)

Maximum PDU size the AE can receive Yes 16352

Maximum PDlize the AE can send No 65535

Pack Command and Data PDVs in one PDU Yes false

Support for the Basic TLS Secure Transport Connection Profile Yes off

Accepted TLS Ciphers Yes -

Copyrigh® Vital Images, I/l rights reserved 59




3 Media Interchange

Vitrea Connectidaes not support Media Storage.

4 Suppo rt of Extended Character Sets

Vitrea Connectismpports ISO_IR 100 (ISO-88%Qin 1) as an extended character set.

5 Security
5.1 Security Profiles

Vitrea Connectisapports secure DICOM communication in conformance with the Basic TLS Securedtiamsport Coni
Profile. At default configuration, the TLS option is deactivated.

5.2 Association Level Security

Vitrea Connecticain be configured to accept Association Requests from only a limited list of Calling AE Titles.

In the default configuration, Assocedigests with any Calling AET and any Called AET will be accepted. However, if -
Called AET is not corresponding to any of the actual DICOM server AETS, only acceptance of the Presentation C
Verification SOP Class will be returned in tlaidsgaieptance RespongeS@OCIATE AC).

5.3 Application Level Security

TheVitrea Connectieb based administration module can be configured to require user authentication in order to acces
user interface functionalities
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